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� �� � ����és de la red, mientras que PNA lee el fichero de registros y avisa al
servidor Prophet. Estos datos son mostrados como información secundaria para que Foresight
determine los falsos positivos (9).
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$rabin/ra -S <argus_src>:<argus_port> -nns startime, lasttime, proto,

 saddr, sport, spkts, sbytes, daddr, dport, dpkts, dbytes \ -tcp or udp

 or icmp >>

$arguslog/<argus_link>/<argus_log_file>&
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Crontab: 40 4 * * * /usr/bin/run-parts /etc/foresight/remediate.sh 1> /dev/null

#!/bin/sh

/usr/bin/logger -t "Foresight Threat Manager" "Running Remediation Checker"

cd /usr/local/apache2/htdocs/foresight/reports

./remediator.pl -c ./perl/config/remediate.conf

B���������
&
����������
������������
�������
���;9
�
&
����������
������ ��������5E53<E

Crontab: 40 4 * * * /usr/bin/run-parts /etc/foresight/reports.sh 1> /dev/null

#!/bin/sh

/usr/bin/logger -t "Foresight Threat Manager" "Running Reports"

cd /usr/local/apache2/htdocs/foresight/reports

./reporter.pl -c ./perl/config/report.conf

sleep 2

rm -f /usr/local/apache2/htdocs/foresight/reports/*.pdf
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*/3 * * * * /usr/local/apache2/htdocs/secmanage/audit/audit.pl
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CREATE INDEX prelude_analyzer_index_model 
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ON Prelude_Analyzer (_parent_type,_index,model);

CREATE INDEX prelude_classification_index_text ON Prelude_Classification (text);

CREATE INDEX prelude_reference_index_name on Prelude_Reference (name);

CREATE INDEX prelude_impact_index_severity ON Prelude_Impact (severity);

CREATE INDEX prelude_impact_index_completion ON Prelude_Impact (completion);

CREATE INDEX prelude_impact_index_type ON Prelude_Impact (type);

CREATE INDEX prelude_createtime_index ON Prelude_CreateTime (_parent_type,time);

CREATE INDEX prelude_detecttime_index ON Prelude_DetectTime (time);

CREATE INDEX prelude_analyzertime_index 

ON Prelude_AnalyzerTime (_parent_type,time);

CREATE INDEX prelude_node_index_location 

ON Prelude_Node (_parent_type,_parent0_index,location);

CREATE INDEX prelude_node_index_name 

ON Prelude_Node (_parent_type,_parent0_index,name);

CREATE INDEX prelude_address_index_address 

ON Prelude_Address (_parent_type,_parent0_index,_index,address);

CREATE INDEX prelude_service_index_protocol_port 

ON Prelude_Service (_parent_type,_parent0_index,protocol, port);

CREATE INDEX prelude_service_index_protocol_name 

ON Prelude_Service (_parent_type,_parent0_index,protocol, name);

[...]
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_format

(name, version)

Prelude_Alert

(_ident, messageid)

Prelude_OverflowAlert

(_message_ident, 

program, size, buffer)

Prelude_ToolAlert

(_message_ident,

name, command)

Prelude_Alertident

(_message_ident,

_index, _parent_type,

alertident, anayzerid)

Prelude_CorrelationAlert 

(_message_ident, name)

Prelude_Checksum

(_message_ident, 

_parent0_index, 

_parent1_index, _index,

algorithm, value,

checksum_key)

Prelude_Analyzer

(_message_ident, 

_parent_ident, _index,

analyzerid, name, 

manufacturer, model, 

version, class, ostype, 

osversion)

Prelude_File 

(_message_ident,

_parent0_index, _index, 

ident, path, name, 

category, create_time, 

create_time_gmtoff, 

modify_time, 

modify_time_gmtoff,

access_time, 

access_time_gmtoff, 

data_size, disk_size,

fstype, file_type)

Prelude_FileAccess

(_message_ident, 

_parent0_index, 

_parent1_index, _index)

Prelude_Impact 

(_message_ident, 

description, severity,

completion, type)

Prelude_FileAccess_Permission

(_message_ident, 

_parent0_index, 

_parent1_index,

_parent2_index, _index)

Prelude_Action

(_message_ident, 

_index, description,

category)

Prelude_Linkage

(_message_ident, 

_parent0_index, 

_parent1_index, _index, 

category, name, path)

Prelude_Node

(_message_ident, 

_parent_type, 

_parent0_index, ident, 

category, location, name)
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Prelude_Inode

(_message_ident,

_parent0_index, 

_parent1_index, 

change_time, 

change_time_gmtoff,

number, major_device,

minor_device, 

c_major_device, 

c_minor_device)

Prelude_Heartbeat 

(_ident, messageid,

heartbeat_interval)

Prelude_CreateTime

(_message_ident, 

_parent_type, time, usec, 

gmtoff)

Prelude_Assessment

(_message_ident)

Prelude_DetectTime

(_message_ident, time, 

usec, gmtoff)

Prelude_Confidence

(_message_ident, 

confidence, rating) 

Prelude_AnalyzerTime

(_message_ident, 

_parent_type, time, usec,

gmtoff)

Prelude_AdditonalData 

(_message_ident,

_parent_type, _index, 

type, meaning, data)

Prelude_User

(_message_ident, 

_parent_type,

_parent0_index, ident, 

category)

Prelude_UserId

(_message_ident, 

_parent_type, 

_parent0_index, 

_parent1_index, 

_parent2_index, _index,

ident, type, name, tty,

number

Prelude_Address

(_message_ident,

_parent_type, 

_parent0_index, _index, 

ident, category

vlan_name, vlan_num,

address, netmask)

Prelude_Classification

(_message_ident, ident, 

text)

Prelude_Reference 

(_message_ident, _index, 

origin, name, 

url, meaning)

Prelude_Source 

(_message_ident, 

_index, ident, spoofed, 

interface)

Prelude_Target

(_message_ident, 

_index, ident, decoy,

interface)

Prelude_Process 

(_message_ident,

_parent_type, 

_parent0_index, ident, 

name, pid, path)

Prelude_ProcessArg

(_message_ident, 

_parent_type,

_parent0_index, _index, 

arg) 

Prelude_ProcessEnv

(_message_ident, 

_parent_type, 

_parent0_index, _index,

env)

Prelude_Service

(_message_ident, 

_parent_type, 

_parent0_index, ident, 

ip_version, name, port, 

iana_protocol_number, 

iana_protocol_name, 

portlist, protocol)

Prelude_WebService

(_message_ident,

_parent_type, 

_parent0_index, url, cgi, 

http_method)

Prelude_WebServiceArg

(_message_ident, 

_parent_type,

_parent0_index, _index, 

arg)

Prelude_SnmpService

(_message_ident, _parent_type, _parent0_index, 

snmp_oid, community, security_name, context_name, 

context_engine_id, command )
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/etc/snort/snort.conf�;.����
���<

[...]

# alert_syslog: log alerts to syslog

output alert_syslog: LOG_AUTH LOG_ALERT

output alert_prelude: profile=snort sensor_name=snort

output alert_unified: filename /dev/null

output log_unified: filename /dev/null

[...]
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