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# prelude-adduser register prelude-lml "idmef:w admin:r" 192.168.100.72 --uid 0 --

gid 0

- Using default TLS settings from /etc/prelude/default/tls.conf:

  - Generated key size: 1024 bits.

  - Authority certificate lifetime: unlimited.

  - Generated certificate lifetime: unlimited.

- Adding analyzer prelude-lml.

  - Creating /etc/prelude/profile/prelude-lml...

  - Using already allocated ident for prelude-lml: 3023198534532421.

  - Creating /var/lib/spool/prelude/prelude-lml...

- Registering analyzer idmef:w admin:r to localhost:5553.

  You now need to start "prelude-adduser" on the server host where

  you need to register to:

  use: "prelude-adduser registration-server <analyzer profile>"

  example: "prelude-adduser registration-server prelude-manager"

  This is used in order to register the 'sending' analyzer to the

  'receiving' analyzer. <analyzer profile> should be set to the

  profile name of the 'receiving' analyzer, the one where 'sending'

  analyzer will register to.
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  Please remember that "prelude-adduser" should be used to register

  every server used by this analyzer.

  Enter the one-shot password provided by the "prelude-adduser"

  program:

  - Enter registration one shot password:
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Consola del Servidor de Registro con Prelude-Manager.

# prelude-adduser registration-server prelude-manager

- Using default TLS settings from /etc/prelude/default/tls.conf:

  - Generated key size: 1024 bits.

  - Authority certificate lifetime: unlimited.

  - Generated certificate lifetime: unlimited.

- Adding analyzer prelude-manager.

  - Creating /etc/prelude/profile/prelude-manager...

  - Using already allocated ident for prelude-manager: 

    3023198534532421.

  - Creating /var/lib/spool/prelude/prelude-manager...

- Starting registration server.

  - generated one-shot password is "demm73gx".

    This password will be requested by "prelude-adduser" in order to 

    connect. Please remove the first and last quote from this

    password before using it.

  - Waiting for peers install request on 0.0.0.0:5553...
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Consola del Sensor Prelude-LML.

  - connecting to registration server (localhost:5553)...

  - Sending certificate request.

  - Receiving signed certificate.

  - Receiving CA certificate.

- prelude-lml registration to localhost successful. 
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Consola del Servidor de Registro.

- Connection from 192.168.100.72:5553.

  - Waiting for client certificate request.
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  - Analyzer with ID="1537698187535812" ask for registration with

    permission="idmef:w admin:r".

    Approve registration [y/n]: y

    Registering analyzer "1537698187535812" with permission "idmef:w 

    admin:r".

  - Generating signed certificate for client.

  - Sending server certificate to client.

  - 192.168.100.72:30098 successfully registered.
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/etc/prelude-lml/prelude-lml.conf

[format=syslog]

time-format = "%b %d %H:%M:%S"

prefix-regex = "^(?P<timestamp>.{15}) (?P<hostname>\S+)

 (?:(?P<process>\S+?)(?:\[(?P<pid>[0-9]+)\])?: )?"

file = /var/log/messages

# udp-server = 0.0.0.0

#[format=metalog]

#prefix-regex = "^(?P<timestamp>.{15}) \[(?P<program>\S+)\] "

#time-format = "%b %d %H:%M:%S"

#file = /var/log/everything/current

# udp-server = 0.0.0.0
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/etc/prelude-lml/prelude-lml.conf ;������������<

[format=apache]

time-format = "%d/%b/%Y:%H:%M:%S"

prefix-regex = "^(?P<hostname>\S+) - - \[(?P<timestamp>.{20})

     \+.{4}\] "

file = /var/log/apache2/access_log
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/etc/prelude/default/client.conf

server_addr = 192.168.100.72:4960
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# prelude-lml &

[1] 18460

# - Subscribing plugin pcre[default]

- Monitoring /var/log/messages through pcre[default]

- Checking for FAM writev() bug: FAM working nicely, enabling.

- pcre plugin added 307 rules.

- Connecting to 192.168.100.72:4690 prelude Manager server.

- TLS certificate: server certificate is trusted.

- TLS authentication succeed with Prelude Manager.

- /var/log/messages: Metadata available, starting log analyzis at

      offset 6067311.
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# /etc/init.d/prelude-lml start
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# rc-update add prelude-lml default

��
�&�����������%$)����������)����/���$��5�
�A

�������� ���	8�-�
��
	�
�/�	����
���
��	���	14���0	��
 

- Subscribing plugin pcre[default]

- Monitoring /var/log/messages through pcre[default]

...

- pcre plugin added 304 rules.

- Connecting to 127.0.0.1:4690 prelude Manager server.

prelude-connection: connection error with 127.0.0.1:4690:Connection refused.Failover enabled
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- Connecting to 127.0.0.1:4960 prelude Manager server.

couldn't open /usr/local/var/spool/prelude/prelude-lml/global/141 for writing: File exists.
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/etc/prelude-lml/prelude-lml.conf:56: invalid option "time-format" in "global” section at 

depth 0.

/etc/prelude-lml/prelude-lml.conf:57: invalid option "prefix-regex" in "global" section at

depth 0.
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/etc/prelude-lml/prelude-lml.conf:58: invalid option "file" in "global" section at depth 0.
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- Using analyzer prelude-lml.

  - Using /etc/prelude/profile/prelude-lml...

could not open template configuration file: No such file or directory.

Usage prelude-adduser <subcommand> [options] [args]

Type "prelude-adduser <subcommand>" for help on a specific subcommand.
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prelude-lml

- Subscribing plugin pcre[default]

- pcre plugin added 314 rules.

Unable to compile regex: 

 ^(?P<timestamp>.{15}) (?P<hostname>\S+) (?:((?P<process>\S+)(\[(?P<pid>[0-9]+)\])?)?: )? :

 unrecognized character after (?.

failed to set log message prefix.

error while setting option 'format'.
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/etc/snort/snort.conf

output alert_prelude: profile=snort sensor_name=snort

                            config=/path/specific-prelude-config.conf

2�� �����
���� ���
�����
��
 �
������� 
� ���������� ��� �
������
� 	� ��
 
�� 
&
�
��� �
 ����
�����
�����
�
����
�
����a�����a�

"
 ���
�����H������������
��
������
�����
��������
�
���
4����
���
�
����
����������	�
����������
�����
����
����
���
���������������

Consola del sensor.

# prelude-adduser register snort "idmef:w admin:r" 192.168.100.72 --uid 0 --gid 0
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Consola del Servidor de Registro con Prelude-Manager.

# prelude-adduser registration-server prelude-manager
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# snort -c /etc/snort/snort.conf -i eth0
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# /etc/init.d/snort start

# rc-update add snort default
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/etc/conf.d/snort

# Config file for /etc/init.d/snort

# This tell snort which interface to listen on (any for every interface)

IFACE="eth0"
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# Make sure this matches your IFACE

PIDFILE="/var/run/snort_$IFACE.pid"

# You probably don't want to change this, but in case you do

LOGDIR="/var/log/snort"

# Probably not this either

CONF="/etc/snort/snort.conf"

# This pulls in the options above

#SNORT_OPTS="-D -u snort -i $IFACE -l $LOGDIR -c $CONF"

SNORT_OPTS="-c $CONF -i $IFACE -D"
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ERROR: Unable to open rules file:

      /etc/snort/rules/local.rules or /etc/snort//etc/snort/rules/local.rules
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# cp /var/tmp/portage/snort-2.3.3/work/snort-2.3.3/rules/*.rules /etc/snort/rules/
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# find / -name “*.rules”
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Log directory = /var/log/snort

ERROR: spo_alert_prelude: Invalid parameter found: 'sensor_name'.
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