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# tail -f /var/log/prelude.log
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/var/log/prelude.log

*** Additional data within the alert  *******************************

* Log received from: /var/log/auth.log

* Original Log:

Jan  1 19:03:56 <hostname> sshd(pam_unix)[23693]: authentication

failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=localhost

user=<your username>

*

*********************************************************************
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Linux# netstat --inet --apn

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address        Foreign Address      State       PID/Program name

tcp        0      0 127.0.0.1:4960       0.0.0.0:*           LISTEN      9039/prelude-manage

tcp        0      0 127.0.0.1:5432       0.0.0.0:*           LISTEN      8987/postmaster

tcp        0      0 127.0.0.1:445        0.0.0.0:*           LISTEN      9042/smbd

tcp        0      0 127.0.0.1:40362      127.0.0.1:5432      ESTABLISHED 9039/prelude-manage

tcp        0      0 127.0.0.1:5432       127.0.0.1:40362     ESTABLISHED 9050/postgres: prel

udp        0      0 127.0.0.1:32768      127.0.0.1:32768     ESTABLISHED 8987/postmaster

tcp        0      0 0.0.0.0:111          0.0.0.0:*           LISTEN      8664/portmap

tcp        0      0 127.0.0.1:5335       0.0.0.0:*           LISTEN      8936/mDNSResponder

tcp        0      0 127.0.0.1:797        0.0.0.0:*           LISTEN      8677/famd

udp        0      0 192.168.100.72:137   0.0.0.0:*                       9045/nmbd

udp        0      0 0.0.0.0:137          0.0.0.0:*                       9045/nmbd

udp        0      0 192.168.100.72:138   0.0.0.0:*                       9045/nmbd

udp        0      0 0.0.0.0:138          0.0.0.0:*                       9045/nmbd

udp        0      0 0.0.0.0:5353         0.0.0.0:*                       8936/mDNSResponder

udp        0      0 0.0.0.0:111          0.0.0.0:*                       8664/portmap
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tcp        0      0 127.0.0.1:40361      127.0.0.1:5432      ESTABLISHED 9039/pgadmin3

tcp        0      0 127.0.0.1:5432       127.0.0.1:40361     ESTABLISHED 9050/postgres: prel
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Localhost ~ # cd /usr/src/linux/

localhost linux ~ # make menuconfig

%
�F��:��� b� %
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localhost linux ~ # make bzImage modules_install

localhost linux ~ # mount /boot

localhost linux ~ # cp arch/i386/boot/bzImage /boot/bzImage-2.6.14-r2

localhost linux ~ # cp System.map /boot/System.map

localhost linux ~ # cp .config /boot/config
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/etc/shorewall/shorewall.conf

STARTUP_ENABLED=Yes

/etc/shorewall/interfaces

net     eth0            detect

/etc/shorewall/rules

#ACTION      SOURCE DEST    PROTO   DEST   SOURCE  ORIGINAL RATE USER

ACCEPT:info  fw     all     icmp

ACCEPT:info  fw     all     tcp     22

I
������������������������
�
&
������
��
��
�
�
��������
����
F����������
������;���<������
���
������������;�
����**<��9
��
�
���!�������������
�����������
���
�
������

/etc/shorewall/policy

#SOURCE         DEST           POLICY        LOG         LIMIT:BURST

all             all            ACCEPT

/etc/shorewall/zones

#ZONE              DISPLAY         COMMENTS

net                Net
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linux2# ssh root@linux1 
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linux1# psql -U usuario eventdb

 Bienvenido a psql 8.1.3, el terminal interactivo de PostgreSQL.

 Digite:  \copyright para ver los términos de distribución

          \h para obtener ayuda sobre comandos SQL

          \? para obtener ayuda sobre comandos internos

          \g o punto y coma (;) para ejecutar consulta

          \q para salir

eventdb=> SELECT t1.text, t0.time, t0.gmtoff FROM prelude_classification AS t1,

 prelude_createtime AS t0 WHERE t0._message_ident = t1._message_ident AND 

 t0._parent_type = 'A' ORDER BY t0.time DESC;

              text              |        time         | gmtoff

--------------------------------+---------------------+--------

 Admin login successful         | 2006-05-17 06:55:35 |   7200

 User authentication successful | 2006-05-17 06:55:35 |   7200

 User authentication successful | 2006-05-17 06:55:14 |   7200

 Admin login successful         | 2006-05-17 06:54:55 |   7200

 User authentication successful | 2006-05-17 06:54:43 |   7200

 (6 filas)
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# su – postgres

postgres# createdb -W prewikka

 Contraseña: prewikka

postgres# createuser -W prewikka

 Contraseña: prewikka

postgres# psql -U prewikka -d prewikka

 Bienvenido a psql 8.1.3, el terminal interactivo de PostgreSQL.

 Digite:  \copyright para ver los términos de distribución

          \h para obtener ayuda sobre comandos SQL

          \? para obtener ayuda sobre comandos internos

          \g o punto y coma (;) para ejecutar consulta

          \q para salir
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prewikka=# \i /usr/share/prewikka/database/pgsql.sql

prewikka=# \i /usr/share/prewikka/database/pgsql-update-0.9.1.sql

/etc/prewikka/prewikka.conf

[interface]

software: Prewikka

place: Empresa de Seguridad S.L.

title: Prelude Management

[command]

whois: /usr/bin/whois

traceroute: /usr/sbin/traceroute

[idmef_database]

type: pgsql

host: localhost

user: eventdb

pass: prelude

name: eventdb

[database]

type: pgsql

host: localhost

user: prewikka

pass: prewikka

name: prewikka
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[log stderr]

[auth loginpassword]

expiration: 60
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/etc/apache/conf/vhosts/vhosts.conf

<VirtualHost 127.0.0.1:80>

        ServerName prewikka.domain.tld

        ErrorLog /var/log/apache2/error_log

        CustomLog /var/log/apache2/access_log combined

        <Location "/">

                AllowOverride None

                Options ExecCGI

                <IfModule mod_mime.c>

                        AddHandler cgi-script .cgi

                </IfModule>

        Order allow,deny

        Allow from all

        </Location>

Alias /prewikka/ /usr/share/prewikka/htdocs/

ScriptAlias / /usr/share/prewikka/cgi-bin/prewikka.cgi

</VirtualHost>
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/etc/apache/modules.d/98_prewikka.conf

Alias /prewikka/prewikka/ /usr/share/prewikka/htdocs/

ScriptAlias /prewikka/ /usr/share/prewikka/cgi-bin/prewikka.cgi

<Directory /usr/share/prewikka/htdocs/>

    Options None

    AllowOverride None

    Order allow,deny

    Allow from all

</Directory>

<Directory /usr/share/prewikka/cgi-bin/>

    AllowOverride None

    Options ExecCGI

    <IfModule mod_mime.c>
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        AddHandler cgi-script .cgi

    </IfModule>

    Order allow,deny

    Allow from all

</Directory>
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/etc/apache2/httpd.conf

# Gentoo VHosts

#

# For Gentoo we include External Virtual Hosts Files.

# See vhosts.d/00_default_vhost.conf for the default virtual host

#

Include /etc/apache/vhosts.d/*.conf

Include /etc/apache/conf/vhosts/*.conf

Include /etc/apache/modules.d/*.conf
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% /etc/init.d/apache start

% rc-update add apache default
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