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Resumen

Se presenta un estudio exhaustivo del estado del arte en la distribucion cuantica de claves via satélite.
Como resultado de dicho analisis, se simula el protocolo BB84 para ganar una mayor percepcion.
Este protocolo de distribucién cuantica de claves ha sido ampliamente reportado en la literatura
desde que fue publicado por primera vez y durante la Gltima década, ha sido el mas adoptado para
experimentos en la atmoésfera y en el espacio. Para afiadir valor a los resultados que se obtienen en la
simulacion, algunas imperfecciones inherentes a los componentes cominmente usados en tales
experimentos son considerados, incluyendo los parametros principales de la implementacion.
Adicionalmente, para el post procesamiento clésico, se emplean algoritmos tipicos de correccion de
error, verificacion y amplificacion de la privacidad. Por ultimo, con respecto a la transmision
cuantica, la manipulacion de los cubits en la simulacion se aborda de un modo comodo mediante el
uso de la libreria de software de cddigo abierto Cirq.
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Abstract

An exhaustive study of the state of the art in satellite quantum key distribution is presented here. As a
result of such analysis, the BB84 protocol is simulated to gain a further insight. This quantum key
distribution protocol has been widely reported in the literature since it was first published and for the
last decade, it has been the most adopted one for tests in the atmosphere and in space. In order to add
value to the results which are obtained in the simulation, some imperfections inherent to the
components commonly used in such tests are considered, including the main parameters of the
implementation.Additionally, for the classical post-processing, typical algorithms of error correction,
verification and privacy amplification are employed. Lastly, with respect to the quantum
transmission, the manipulation of the qubits in the simulation is addressed in a confortable way by
using the open-source software library Cirq.
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polarization directions. 2

Figure 1.2 — Schematic set-up for the generation of polarization entangled photon-pairs via
spontaneous parametric down-conversion (SPDC). As a pump laser beam passes through a non-
linear crystal, one photon can spontaneously split into two photons, usually called signal and idler
photons. These two photons can hold the same or a different polarization between them, depending
on parameters such as the incident electric field, the crystal material, etc. Additionally, the new pair
must satisfay the energy and momentum conservation laws with respect to the original photon,
having thus a lower frequency and symmetrical directions. Despite its inefficiency, it is one of the
most popular methods for the entanglement of photons [5]. 3

Figure 2.1 — Schematic illustration of an ideal non-polarizing beamsplitter cube and two single
photons with different polarization directions going through it. This picture aims at helping separate
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1 Introduction

1.1 Introduction to quantum mechanics

Quantum mechanics is the part of physics that explains the behaviour of nature at the particle level. It
was founded in the early 20" century and, since then, it is known for its counterintuitive statements
as well as for the accuracy of its outcomes.

It all started with a series of explanations born from heuristic methods that were given to some
bizarre phenomena:

e in 1900, Max Planck solved the problem of black-body radiation stating that bodies emit
energy in discrete packets, or quanta, instead of continuously as traditionally thought;

e in 1905, Albert Einstein, to explain the photoelectric effect, concluded that light waves were
made up of indivisible light quanta, later called photons;

e and in 1912, Ernest Rutherford proposed a new atomic model, according to which electrons
orbit the nucleus like planets in the Solar System.

These descriptions introduced the new ideas of quantization, wave-particle duality and orbits, which
were soon widely adopted and mathematically formulated through two approaches: Heisenberg’s
matrix mechanics and Schrodinger’s wave mechanics [1]. However, the wave function concept
(together with Max Born’s probabilistic interpretation) turned out to be equivalent to Heisenberg’s
principle of uncertainty. While the former is related to the probability of finding an electron at a
certain position at a specific time, the latter exhibits the impossibility of accurately determining its
position and momentum at the same time [2].

The probabilistic approach rapidly led to the principle of superposition of states. At the quantum
level, the state of a system, formed by one or more particles, defines its motion in a compatible way
with the information that is accessible. For instance, the state of a single photon, part of a beam or the
whole beam, may be given by the notion of its location, its energy (related to its momentum and,
therefore, to its frequency or wavelength) and its polarization'. Note that, sometimes, several
observations on a certain quantum state can yield different results. In this case, it is claimed that a
general state of the states disclosed by the observations (two or more), is a superposition of all of
them. This is essentially what is known as the principle of superposition and its statement deserves
three clarifications. First, the possible measurement outcomes are always the same, i.e. there are not
any intermediate resultant states. Second, prior to observing the result, there exists a certain
probability that the system is in one state or in another, but it cannot be simultaneously in two states.

! Polarization of light is the property that makes its electric field oscillate perpendicularly to the direction of propagation.Light is
unpolarized when such a direction presents random fluctuations in time. Otherwise, it is called polarized and there are three types of
polarizations: linear, circular and elliptical.
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Third, although the mathematical formulation of the principle allows to extend the number of
outcomes up to the infinity, this must be contrasted with the physics on a case-by-case basis [3 pp. 4-
14]. See Figure 1.1 to gain a further insight.

<

(a) (b) ©) (d)

Figure 1.1 — Schematic illustration of an ideal polarizing beamsplitter cube and four linearly
polarized single photons passing through it: (a) the photon is transmitted because it has an electric
field whose polarization is parallel to the plane of incidence (formed by the incident and the
reflected directions); (b) the photon is reflected because the polarization direction is perpendicular to
the same plane; (c) and (d) the photon is either transmitted or reflected, respectively, with equal
probability because its polarization direction forms 45° with both parallel and perpendicular
directions. In this last case, there exists a superposition where the two possible resultant states after
an observation (e.g. placing a photodetector after the beamsplitter in each direction) are the parallel
and the perpendicular polarization directions.

If the quantum superposition of states is a bit counterintuitive, the quantum entanglement may be all
the more. This phenomenon involves at least two particles in superposition and occurs when it is not
possible to express the state of the ensemble in terms of the previous general states of each particle.
In other words, the current state of one particle of the ensemble cannot be given by the state that it
had before the entanglement, but only by the current state of the other entangled particles. In the case
of two particles, they are called an entangled pair and have a special property known as the
monogamy of entanglement. As one might infer by the name, when two particles are entangled, they
cannot share the entanglement with a third paltyz. A second property of interest is the maximal
coordination. When a number of particles, say two, are entangled, naturally or by means of a certain
laboratory operation, and then become separated, if their states are measured, the result of the second
one will be immediately correlated with the result of the first one [4]. An example of generation of
entangled photons is illustrated in Figure 1.2.

Needless to say, all the revolutionary ideas that triggered the creation of quantum mechanics, gave
rise to a long debate among the physicians. Fortunately, the pressure was relieved with the
advancement in experimentation throughout the second half of the past century, and the focus turned
to the development of exciting applications.

2 Say an eavesdropper who tries to obtain any information from the entangled pair.
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laser crystal signal

source

idler

Figure 1.2 — Schematic set-up for the generation of polarization entangled photon-pairs via
spontaneous parametric down-conversion (SPDC). As a pump laser beam passes through a non-
linear crystal, one photon can spontaneously split into two photons, usually called signal and idler
photons. These two photons can hold the same or a different polarization between them, depending
on parameters such as the incident electric field, the crystal material, etc. Additionally, the new pair
must satisfay the energy and momentum conservation laws with respect to the original photon,
having thus a lower frequency and symmetrical directions. Despite its inefficiency, it is one of the
most popular methods for the entanglement of photons [5].

1.2 Motivation and Related work

From 1940s to 1990s, quantum physics made it possible to engineer technologies such as the
transistor, the laser and the atomic clock [6 pp. 5-13]. With this kind of technologies, many
applications surfaced and changed the human life. However, the search of new quantum technologies
did not stop and received a boost from the physician Richard Feynman in 1959 and in 1981,
announcing a non-minor new revolution. For a few decades, this second generation of quantum
technologies has been taking shape. This time, unlike the first generation, the focus is on the control
of individual quantum particles [6 p. 18], exploiting the phenomena of superposition and
entanglement.

Typically, quantum technologies are classified into four categories: sensors, communication,
simulators and computers; amazingly, they share a close relationship with the aerospace industry. For
instance, in the field of sensors, there exists a fervent interest in quantum clocks that outperform
previous atomic clocks used in the GPS systems [7]; in quantum gravimeters for monitoring the
Earth [8]; and in other sensors for fundamental science in space [9]. Regarding the communication
category, the main applications are the quantum cryptography and the quantum internet [10].
Quantum simulators, on the other hand, should be understood as a potential powerful tool to, for
example, design ligther and stronger materials as well as more aerodynamic parts [11]. Last but not
least, the quantum computer is a promising way of accelerating the calculations in very complex
problems or accessing an authentic artificial intelligence [12].

The above-mentioned attractive applications, and many others, together with the effort of the
scientific community, have awakened a worldwide interest. Private companies as well as research
institutions do not want to fall behind and neither do the goverments of the world powers, due to the
potential geopolitical implications. In this context, in 2018 the European Commission decided to
launch a one-billion-euro initiative on a ten years timeline, in response to the Quantum Manifesto
signed by scientists in 2016 [13]. Note that this initiative, known as the Quantum Flagship, must
persue an additional goal. As happens with other large-scale initiatives strongly related to science,
say the construction of the nuclear fusion reactor ITER, the recruitment of a suitable engineering
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workforce is vital to succeed.

Whether the investment in all kinds of quantum infrastructures and training programs is justified or
not is beyond the scope of this work. Only time will tell the real supremacy of quantum computers or
the deployment of a quantum network. Nevertheless, what is a reality today is the quantum
cryptography, particularly the Quantum Key Distribution (QKD). In fact, there are a few companies
such as ID Quantique or QinetiQ that already commercialise it through optical fiber and terrestrial
free-space optical (FSO) links.

The progress made in QKD comes together with the enormous dependency on data of the society
and the threat that a quantum computer breaks the currently used public key cryptosystems. One of
the most popular methods to send a secret message between two parties is the RSA® cryptosystem. It
involves the use of a public key and a private key created by one of the parties following an
algorithm. The public key is shared with the other party, who uses it to encrypt a certain message and
send it to the first party. Then, this party decrypts it with the help of the secret key. Even though this
method seems to be secure based on the experience, there are not any security proofs and the last
barrier against an eavesdropper is the time-consuming factoring on a classical computer [14 pp. 640-
644]. Hozvever, this task could be quickly performed by a quantum computer and a quantum
algorithm™.

On the contrary, the security of cryptographic protocols that make use of QKD rests on physical
phenomena. QKD permits to share an unconditionally secret key between two parties and even to
reveal the presence of an eavesdropper. The exchange of a raw key takes place through an untrusted
quantum channel, whereas an authenticated classical channel is required to transform the raw key
into a secure key. Unfortunately, the distribution of the key through the quantum channel, e.g. optical
fiber or terrestrial free-space links, has important losses. In this way, the secret key rate hardly
reaches 10 kbps if the distance is longer than 100km>. A solution may be the introduction of
quantum repeaters along the trajectory, but this would never allow key distributions on an
intercontinental scale. To overcome these limitations, the use of a quantum satellite network sounds
very promising [18 p. 1]. In fact, several experimental missions in space have already been executed
or proposed around the world®.

However, the longer distances of satellite QKD is not the only point for the motivation of this work.
Equipping future satellites with QKD components may make their designs simpler and lighter. For
instance, large memories onboard to store the instructions would no longer be needed [19 p. 31].
Instead, the satellite operator could send such instructions in a secure manner as required, what
constitutes a problem that has not been solved yet. This functionality would have a clear impact on
the satellite in terms of adaptability as well. It could perform a wider variety of tasks and even to live
longer. On the other hand, the technological trend towards a high interconnectedness and autonomy
cannot be left behind, where security in the involved communications will play a central role,
enabling trusted designs against external attacks.

1.3 Purpose and Scope

The aim of this work is to analyse the state of the art in satellite QKD, simulating some basic results
to consolidate learning. In particular, the BB84 protocol is analysed. With reference to the related

3 Rivest, Shamir and Adleman invented it, hence the acronym.

4 As of July 2020, Shor's algorithm (1994) could solve the factoring problem for 2048-bit RSA integers in a matter of hours, with the help of a
quantum computer with millions or billions of noisy qubits, depending on the version of the algorithm (see Table 2 of [15]). On the other
hand, and to the best of my knowledge, neither Google, IBM nor Intel has announced a quantum processor with more than 72 qubits yet.

5 As of July 2020, and to the best of my knowledge, the distance records are: 502km with a secret key rate of 0.118bps by optical fiber [16];
and 144km with a secret key rate of 24bps by terrestrial free-space link [17].

¢ Later, in Section 3.2, some information will be provided on this subject.
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works presented at the end of Section 1.2, this work aspires to model the main steps of the entire
QKD protocol, including the effects of imperfections, noise and eavesdropping. The main
contribution, however, is the use of Cirq7, a Python library specifically designed to run quantum
circuits against quantum computers and simulators.

On the other hand, the scope of this work is limited by the duration of the project. For this reason, the
authentication is not simulated. Furthermore, those imperfections inherent to the QKD
implementation that require an additional classical post-processing to treat them (e.g. timing jitter,
dark counts, etc.) are not included; and only the intercept-resend is considered (without quantum
memory). Lastly, a deep study of optimal error-correcting codes and privacy amplification is not
covered by this document either. However, the main ideas behind the later and the former are
introduced at the appropriate instant.

1.4 Structure of the work

In order to detail how the desired goals have been achieved, this document is structured in chapters.

In Chapter 2, the QKD problem is mathematically formulated. Both quantum communication and
classical post-processing are introduced. First, the Dirac notation, the concept of qubit and its
evolution through noiseless and noisy channels are described. Secondly, some tools from the
information theory field are presented, laying the foundation to understand later in Chapter 3 how the
security proof of a QKD protocol is addressed.

In Chapter 3, the theoretical framework of QKD is presented. A detailed explanation of the steps and
the security issues of a QKD protocol are given. Moreover, various general classifications of QKD
protocols are exposed, focusing on the BB84 protocol.

In Chapter 4, some ideas for the implementation of the BB84 protocol are mentioned, together with
the state-of-the-art of the main technologies. With this content, the ground is prepared for the
simulation of some of the main imperfections of the QKD components.

In Chapter 5, an overview of the numerical modelling is presented. All the contents of the previous
chapters are met here.

Next, in Chapter 6, a number of basic, but interesting, results of the simulations are collected.

Finally, in Chapter 7, the results of this work are discussed, providing a summary and a proposal for
future research.

Note that this document is organized in a slightly different way from the traditional structure of
introduction, methods, results and discussion. The multidisciplinary nature of QKD makes it
complicated to decide the best order for the presentation of the contents. The author of this work
truly hopes that the reader will find it easy to follow.

7 1t is difficult to say whether Cirq has already been used in the area of QKD or not, but, to the best of my knowledge, any studies including
the non-idealities have not been published as of July 2020.






2 Mathematical formulation

2.1 Quantum states

2.1.1 State vectors

The state of a certain system at the quantum level can be represented by different ways. Typically,
some representations are more suitable than others depending on the application. In quantum
computation and quantum information, the use of the Dirac notation, or the bra-ket notation, is
widespread. Therefore, only familiar linear algebra written in a user-friendly notation will be
required to cope with quantum mechanics.

Getting back to the idea introduced in Section 1.1 that a system is completely described by the
definition of its state, the mathematical formulation emerges naturally. According to the first
postulate of quantum mechanics, a physical system is linked with a Hilbert space C° called state
space of the system, where d denotes its dimension®. Thus, its state is given by a column vector in
C*, also known as state vector [14 p. 80]. In the context of quantum information, if d is equal to 2,
the state vector receives the name of qubit (or quantum bit), whereas for a general dimension the
term qudit is used.

Before carrying on with the mathematical description of quantum systems, two things deserve to be
clarified. First, a Hilbert space is but a generalization for a dimension d of the well-known concept
of Euclidean space. It is equipped with an inner product, that is, a generalization of the dot product.
Secondly, the difference between the mathematical qubit (or qudit) and its physical realization must
be remarked. As happens with the bit, which can be either zero or one and be built by means of an
electrical signal, the qubit is, in general, the term used to refer to the abstract object, which can be
physically built by a variety of methods. An example, which is of interest in the case of this work, is
a photon with a variable polarization. However, it is true that, in practice, both mathematical and
physical connotations are widespread.

To express the principle of superposition, once the notion of state vector has been introduced, it is not
difficult to imagine the construction. In C?

q=o0 + x0Q, 2.1)

where ( is the general state given by the superposition of the resultant states g, and @, . Note that q;
and g, must be unitary and linearly independent. In fact, they span the vector space C* forming one
of many possible bases. In particular, only orthonormal bases are interesting for this study. After this,
it is time to start using the Dirac notation:

8 For this work, a finite dimension can be perfectly assumed.
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|Q>=051|Q1>+052|Q2> (2.2)

The symbol | > is used to indicate the column vector nature and it is typically called a ket. If the basis
is a canonical basis, then the use of |0) and |1) to refer to the transposes of [1 0] and [0 1],
respectively, is widely adopted. This basis is usually known as standard basis or computational basis.
In the case of a photon containing the information in its polarization, |0> and |1> are reserved for the
horizontal and the vertical polarization, respectively. Another basis that will be used in this work is
the diagonal basis, which is the spanning set formed by the transposes of (l/ J2 )[1 1] and
G/ J2 [1 —1]. The notation is also abbreviated with the symbols |+> and |—> , respectively. Note
that this set is but the result of rotating the standard basis an angle of 45°. In fact, one can easily
express any vector of one basis in terms of the vectors of the other basis and vice versa:

|+) = |O>\/+§|1> 2.3)
|_>=|0>—|1> 24

2
|0) = % (2.5)
1) = )12 (2.6)

With respect to the complex® coefficients a; and a,, they are called amplitudes and must satisfy the
normalization condition:

(] a) =l +|e[ =1 2.7)

The symbol <| > represents the inner product between the bra <| and the ket |> , where the bra is but
the dual vector to |> . On the other hand, it is also important to remark the physical meaning of these
amplitudes. Each |ai |2 stands for the probability that a measument yields the outcome |qi> . For that
reason, the normalization is a key condition.

So far only single qubits (or quditslo) have been considered, but the case of multiple qubits is also
interesting. The joint state of a composite system is given by the tensor product, which in the case of

two qubits is
o |::31 } af

jqu)=|a)|u) =|a)@lu=| -7 || P 8)

B i
a;
B 2
The introduction of composite systems makes it necessary to talk about at least two aspects. First, the
dimension of the joint state is 2", with n being the number of qubits. Second, taking into
consideration the definition of entanglement given in Section 1.1, an entangled pair of qubits cannot
be described by the tensor product. Otherwise, it is clear that the individual states could be perfectly

recovered from the four equations of Eq. (2.8). The most famous examples of entangled qubits are
known as the Bell states or EPR pairs for historical reasons. More precisely, there are four states:

° Although a complex number is defined by two parameters, the two complex coefficients a1 and a2 present only two degrees of freedom.
This is because two conditions are also imposed: the normalization condition and the assumption that the state vector remains unchanged
when it is multiplied by whichever (complex) factor [3 p. 17].

10 Hereinafter only qubits will be considered. The generalization for d dimensions is not difficult at all.
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> (2.9)
|01{jglo) (2.10)

21.2 Density operators

Another useful, and equivalent to the state vector, approach to describe the state of a quantum system
is by way of the density operator. This formulation is built up from the set of possible general states
in which one can find the system and their corresponding probabilities p;. Mathematically, the
definition of the density operator (for a general qubit) is

p= pe|ax)(ax| (2.11)

where |> <| denotes the outer product, which is but the product between a column vector and a row
vector, 1.e. a matrix.

Again, it is important to clarify three aspects. First, note the intentional use of a superscript & instead
of a subscript i. This is to make the distinction between a possible general state and the orthonormal
vectors of a certain basis. Second, the generalization allows to consider the case with a unique qubit,
where p equals one. Third, the introduction of the density operator is motivated by its capacity to
comtemplate mixed states. While each |qk> is a pure state, that is, there exists exact information
about its state, p represents a mixed state. The additional randomness of a mixed state must not be
confused with the randomness around a pure state, which can be in superposition and its amplitudes
can be unkown. Since a picture is worth a thousand words, see Figure 2.1.

ot :
pure ¢ mixed
state state
_}_ -

pure
state

Figure 2.1 — Schematic illustration of an ideal non-polarizing beamsplitter cube and two single
photons with different polarization directions going through it. This picture aims at helping separate
the probability distribution of a mixed state from the probability distribution of a pure state in
superposition. For instance, a pure state can be vertically polarized and polarized in a specific
direction (i.e. in superposition), whose angle can be unknown (that is to say, its amplitudes can be
unkown).

As is the case with the state vector formulation, a composite system can be defined by the density
operator as well. It is enough to use the tensor product. If two bidimensional systems 4 and B are
being studied, the joint state is
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The last mathematical object that will be presented in this subsection is the reduced density operator.
Imagine that there is a system formed by the combination of the systems 4 and B. Then, the state of
one of the subsystems, say A4, is described by

phe =11 (p*°) (2.13)

where trg () denotes the partial trace over system B. Before seeing its definition, if "8 can be
expressed in terms of p” ® p®, where p’ , making use of Eq. (2.11), consists of addends like
pk,j|quj><qk~i| (with j=A4,B), and each |qk,J> is, in turn, alk'j‘qu>+a§'j‘q2j> without loss of
generality, then it is not complicated to visualize that pA8 is but a sum of terms like
|in> <q,A | ® | ge > <qsB | (with 7,/,r,s=1,2) multiplied by some factor. Now, the partial trace over system
B is by definition

trs (o) (o | ®[ 9P ) (8 ]) =|a) (o |tr (|aP) (a2 ) 2.14)
Therefore, recalling that this is linear algebra, the following result is obtained:
PAE = pAtr(pB) = pA (2.15)

In words, the reduced density operator for system 4 provides the connection between the state of the
subsystem A in AB and the system 4, as one could intuit. Notice that tr( pB) equals one has been
used but not proved. Without wishing to set a precedent, the proof is left to the curious reader. To
start, use Eq. (2.11) and Eq. (2.2), with a symbolic probability distribution and amplitudes. At the
end, Eq. (2.7) and the sum of probabilities equals one need to be applied.

Unfortunately, this document only outlines the essentials of quantum states. More details about
density operators and reduced density operators can be found in [14 pp. 98-106]. Also, the concept of
Bloch sphere, typically used to deal with single (pure or mixed) qubits, is described in [14 pp. 15,
89].

2.2 Evolution and Measurement

Once the state of a quantum system has been introduced, it is time to see how to go from one state to
another. To do so, suppose the existence of a closed' quantum system. According to the second
postulate of quantum mechanics, the evolution of a closed quantum mechanical system after a certain
time interval is governed by a unitary transformation [14 p. 81]. In symbols for the two viewed
representations of states,

11 Strictly speaking, a real closed quantum system does not exist. However, this is not an impediment as long as the environmental
conditions are under control. In other words, the external parameters are not any noise sources, but working conditions.
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la=U|q) (2.16)
p'=UpUt 2.17)

where |q> (or p)and |q > (or p') are the previous and the subsequent states, respectively, to the
linear transformation given by the unitary operator UT or, in terms of matrices, by the unitary matrix
U. This means that U'U =UUT =1, with UT =(U") .

Notice that for the goals of this work, there is no necessity to deal with the Schrodinger equation and
Hamiltonian. It is sufficient to cope with unitary matrices. Some examples of unitary matrices for
single qubits that will be of interest are shown in Figure 2.2.

e e 3] el )

Figure 2.2 — Examples of well-known unitary matrices. From left to right: the first three matrices are
called the Pauli matrices (X and Z are also known as the bit flip and the phase flip matrices,
respectively); whereas H is the matrix representation of the Hadamard operator, which can be
understood as the change-of-basis matrix from the standard basis to the diagonal basis and vice versa.

On the other hand, after the evolution of the system, it is sometimes interesting to perform a
measurement. In general, this measument disturbs the state of the system, because it is as if someone
has opened it to the outside. Therefore, the mathematical description of a measurement can no longer
be a unitary transformation. In other terms, it must be compatible with its irreversible nature. In this
direction, imagine a system is prepared in a certain state, whose possible resultant states are given by
the index m. For instance, if the state is o |O> +o |1> , then the possible resultant states are |O> and
|l> , with m={0,1}. Quantum measurements are formulated by the set of operators {M,,}, in such a
way that if the state of the system prior to the measurement is |q > (orp), the state after the
measurement is

M,

|G ) = 9 (2.18)
p(m)

= MnpMa 2.19)

p(m)

where p(m) is the probability of yielding the outcome related to the index m. This probability can be
calculated by the following expressions, depending on the representation:

p(m)=(q[MiMy|g) (2.20)
p(m)=tr(MiM,p) 2.21)

Note that the sum of probabilities must be equal to one for all |q> , that is
3 p(m)= 3 {aIMiM4 ) = (o S MiMa[0) 1= S MiM, =1 22)

It remains to be clarified how the operators M,, are defined. For the sake of time, consider this
situation: if one measures in the standard basis, then M, =|0> <O| and M, = |1> <1| At this point, it
may be useful for future sections to pause and think about the following example.

Example 2.1 — Imagine a situation in which a person called Bob receives a packet. It contains a
qubit with a brief letter from his friend Alice. She tells him that the qubit is prepared in one of the two
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states {|0> , |+> }. However, she prefers not to disclose the state and challenges him to guess it. In a
few days’ time, she will call him to say whether he is right or wrong.

Almost immediately, Bob starts thinking how to know the state. Before performing the measurement,
he wants to check if there exists a vulnerability that leaks some information. In this sense, the first
thing he does is to decide which basis he should use for the measurement, either the standard basis
or the diagonal basis. For instance, if the standard basis is chosen, the possible states are |O> and
(| O> + |1>)/ 2, and the measurement operators are My = |O> <O| and M, = |l> <1| . So the probability
that a measurement yields |O> given that the initial state was |0> or |+> is

p(10)10)) = (0]i Mo 0) - (0]0)(0]0) o]0} ~1-1-1-1 @2y
po(0)] ) = 75 (01 1) M3Ma =10} +[1)= 5 (o] (1) oo} ol 10)+ 1) =
-5 ((0lo)(0[0)(ol0) + (0|0} 0[0)(ot) (10} olo)(olo) + L) 0lO) o) = 229

= %(1-1-1+1-1-0+o-1-1+0-1-o) =%

Therefore, p([1)][0))=1-p(]0)|[0))=1-1=0 and p(]1)||+))=1-p(|0)||+))=1-1/2=1/2.
In other words, if a measurement is performed in the standard basis, and the result is |1> , it can be
assured with certainty that the initial state was |+> Nevertheless, if the result is |O> , it cannot be
said anything because the state |+> expressed in the standard basis is a superposition of | O> and |1> .

Let us see what happens if the diagonal basis is chosen. In this case, the possible states are
(|+>+|—>)/\/§ and |+>, and the measurement operators are M, :|+> <+| and M_ :|—> <—| So
the probability that a measurement yields |+> given that the initial state was |0> or |+> for both
possible states is

1

P 10) = G+ MM (1)) = 5 (1 CDI ) I +1)) =
=%(<+I+><+|+><+I+>+<+|+><+|+> HH R )+ ) =

= %(1-1-1+1-1-0+o-1-1+o-1~o) :%

(2.25)
p(+)[[+)) = (+MIM. |+) = (+]+) (+[+){+|+) =1-1-1=1 (2.26)

Therefore, p(|-)||0))=1-p(|+)||0))=1-1/2=1/2 and p(|-)||+))=1-p(|+)|[+))=1-1=0.

Similarly to the former basis, if a measurement is performed in the diagonal basis, and the result is
|—> , it can be assured with certainty that the initial state was |O> . Nevertheless, if the result is |+> ,

it cannot be said anything because the state |0> expressed in the diagonal basis is a superposition of
|+> and |—>

In conclusion, unless Bob has the luck to select the wrong basis and to obtain the outcome that
allows him to discard one of the options, he cannot be sure that he obtained the right state with the
measurement. Additionally, it is not possible to rely on any bias since one basis is the result of
rotating 45° the other; that is, if he chooses the wrong basis, the probability of obtaining the wrong
state is 1/2. For all of the above reasons, and taking into consideration that he has only one
opportunity before disturbing the initial state with the measurement, he decides to make the choice of
the basis at random.
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Example 2.1 brings to light the indistinguishability of non-orthogonal quantum states, which
prevents a person without further information from knowing the state of a quantum system [14 pp.
70-71, 56-57]. At this point, it seems natural to ask why one cannot simply take the qubit whose state
is unkown, make a number of copies in the laboratory, perform that number of measurements and
then analyse the statistical results. Unfortunately, it is not physically possible to reproduce exactly a
qubit in an unkown state, unless only orthogonal states are considered, but this is not the case. This
statement is known as the no-cloning theorem. More details can be found in [14 pp. 24-25, 529-532].

With respect to the evolution (or the measurement) of a composite quantum system, it is immediate
to extrapolate Egs. (2.16-19). It is enough to use a property of the tensor product which involves the
tensor product of linear transformations. Suppose a composite system 4B formed by the systems A4
and B.If U”® =U*®U?B, then

|qA'qB'> =U AB|quB> :UA®UB(qA ®qB):U AqA QU BqB (2.27)
L :UABpAB(U AB)T :UA®UB(/OA®IOB)(UA)T®(UB)T _ ) o
=UApA(UA)T®UBpB(UB)T 2:28)

Finally, it is important to make the connection between this section and some aspects from quantum
computinglz, due to the simulation tool used in this work. In the field of quantum computing, a
quantum gate corresponds to what has been mathematically defined here as a unitary operator or
unitary matrix U. Typically, a quantum gate acts on one or a few qubits and the combination of
various quantum gates operating on a number of qubits forms a quantum circuit. This quantum
circuit represents the set of operations behind a quantum algorithm. For instance, consider the
quantum teleportation algorithm shown in Figure 2.3, which permits to send a quantum state from
one party to another located far apart by using the entanglement phenomenon.

q') H A
A

q*)—b

—

qB > ‘X’m_q ij-

Figure 2.3 — Quantum circuit for the quantum teleportation algorithm. There are three qubits: the first
and the second ones are at one location, whereas the third one is somewhere else. The second and the
third qubits are previously entangled (one of the EPR pairs presented in Eq. (2.9)). Each horizontal
single line represents the evolution of its respective qubit. There are different quantum gates, acting
on one or two qubits. There are also two measurements performed on the first and the second qubits.
The results of these measurements are communicated to the other party via a classical channel

2.3 Quantum noise

This section is the natural extension of the previous one. In Section 2.2, the evolution of a quantum

12 In turn, it is easy to see the connection between quantum computing and classical computing.
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system and the measurement of its state were studied without taking into account the interaction with
the environment. However, from a more realistic viewpoint, this interaction does exist and needs to
be considered. To do so, the constraint that the system is closed must be relaxed. In fact, only the
system in conjunction with the environment can be treated as closed.

The formulation of the effect that the environment £ has on the quantum system Q can be undertaken
by different approaches. The most common one is the operator-sum representation. Its main features
are the mathematical foundations, the simplicity of the representation and the direct physical
interpretation. A detailed deduction of the operator-sum representation using concepts and equations
already seen is provided in Appendix A. For this section, it is enough to know the result:

e(pQ)ngka(Ek)*

where pQ is the initial state of the system Q (given by its density operator), & ( pQ) denotes the state
of the system Q after its interaction with the environment and Ex are the so-called Kraus operators or
operation elements for the quantum operation & .

(2.29)

The physical complexity behind the quantum noise is extraordinarily reduced to the mathematical
compactness of Eq. (2.29). This representation can become even more tangible by means of some
particular quantum noise models (sometimes called noisy quantum channels). More precisely, for a
system Q of dimension two, that is, a qubit, the operation elements for different quantum operations
can be found in the literature. For instance, in [14 pp. 376-385] the main types of quantum noise are
described. See Table 2.1 for a summary. It is useful in order to get a general insight of the quantum
noise mechanisms.

Table 2.1 — Summary of some of the most common quantum noise models.

O KRAUS OPERATORS DESCRIPTION
CHANNEL
1 0 0 1 It changes the state of a qubit from
Bit flip Eo = \/E yEi=\1-p |0)to [1) (and viceversa) with
01 10 A
probability 1-p.
1 0 1 0 When p=1/2, it corresponds to a
Phase flip Eo = \/B yEi=yl-p measurement of the qubit in the
01 0 -1 .
standard basis.
E - h 3p|l O £_ |P 01
"N alo 11" N4l1 ol | With probability p, the single qubit
Depolarizing ) is depolarized, i.e. replaced by the
E, - P 0 - = |P 10 entirely mixed state //2.
41i 0] 410 -1
Amplitude - _ 1 0 c 0 \/; Assgcgted with the energy
damping 0= | 1= o 0 dissipation, y could represent the
4 probability of losing a photon.
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Associated with the loss of
quantum information, A could be
understood as the probability that a

1 0 0 O photon from the quantum system
EO ) |: i|’ El ) |: j|

has been scattered. This process
V-4 0 V2 has been historically known as

decoherence, but today the terms
decoherence and quantum noise
are indistinguishable.

Phase damping

Two important remarks must be made about the noise models presented in Table 2.1. First, note that
all of them are defined by a single parameter, which can be though of as a probability. Unfortunately,
this parameter is not known unless one has perfect knowledge of his experimental platform. For this
reason, these models seem to be more useful for a parameter sweep analysis. Second, thinking
specifically about the connection between these types of quantum noise and the physics behind the
QKD in specific working conditions, it turns out that a rigorous applicability of these quantum noise
models is not easy at all. Without going into details and with the aim of being consistent with the
goals and the scope of this work, a high-level approach to take into consideration the imperfections
and the error sources is required. Considering various quantum noise models on the one hand, and
attenuation sources on the other hand, might be tedious as well as unnatural. Instead, this work will
model all the photon losses by the transmission from the source to the detector on the one hand, and
will use only the bit flip channel to introduce errors at the receiver side. An additional comment will
be made in Section 5.1.2.

2.4 Fundamentals of information theory

While in Sections 2.1 through 2.3 the focus is on the mathematical support of the operation of a
QKD, this section is about the tools that are used to prove the security of that 0perati0nl3. The
necessity of introducing these tools appears when, from the implementation viewpoint, the length of
the final key must be decided. To make it compatible with the agreed level of security, it is important
to estimate how much information about the key has been leaked throughout the whole process.
Within this context, the field of information theory comes into play.

241 Information entropy

In order to estimate the leakage of information in the execution of a QKD, or equivalently the
knowledge an unwelcome party might have obtained, the first step is to have a magnitude that
quantifies the information in terms of probabilities. This magnitude is the entropy. Assuming for now
that all the quantum states have already been measured and that, therefore, the discussion is only
about classical information (a comment in this regard will be made later in this section), the
magnitude is called the Shannon entropy“.

The Shannon entropy (and the rest of the ideas) can be more easily introduced with the help of the

13 Recall that all this effort is to build up an infrastructure that provides unconditional security. Therefore, the security implications cannot
be left behind. Otherwise, time, money and material resources would be being wasted.

14 This concept was originally introduced by Claude Shannon in 1948, when he published a paper about the successful transmission of bits
over a noisy classical channel [20]. He based the use of the word entropy on the analogy with the entropy formula defined in statistical
thermodynamics.
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fictional characters Alice, Bob and Eve™. Imagine that Alice is able to generate a n-bit string X,
statistically modelled as a random variable with a probability distribution py, ..., py (N=2"). For
instance, if n=3, the possible values of X are 000, 001, 010, 011, 100, 101, 110 and 111. The
Shannon entropy of X represents the average quantity of information one has gained after learning
the value of X, or from a complementary viewpoint, how much uncertainty one had before learning
the value of X[20 p. 11]. Mathematically,

H(X)=H(ps,..., px) ==Y pxlogz (px) (2.30)

A special case of the Shannon entropy occurs when there are only two possible outcomes. In this
case, the Shannon entropy is called the binary entropy. Although these two outcomes could also be
two n-bit strings (e.g. if n=3, 001 and 110), the case of a single bit is of more interest here. The
formula becomes

H(X)=H(p)=Hsin(p)=h(p)=—plog: p—(1-p)logz(1-p) (2.31)

Pay attention to three details: first, the use of h(-) is frequently used instead of H (-); second, the
existence of a single parameter p since there are just two possible outcomes; third, the binary entropy
illustrates more easily the fact that the Shannon entropy is zero'® when the variable is deterministic,
that is, when either p or (1-p) is 1, and, on the contrary, is maximum if p=1/2 (maximum
uncertainty).

Now, think of Bob and Eve. Bob wants to receive correctly the n-bit string sent by Alice, whereas
Eve attempts to obtain the same but illegally. It is important to know the mutual information between
Alice and Bob as well as between Alice (or Bob) and Eve. In symbols,

li=H(Xi:X;)=H(Xi)+H(X;)-H(Xi,Xj) (2.32)
where J;; 1s the mutual information between i and j (7, /=4, B, E, standing for Alice, Bob and Eve), X;
and X are the random variables at disposal of 7, j and H (Xi , X ) is called the joint entropy, because

it is defined by the joint probability distribution of X; and X;, which is, in turn, related to the
conditional entropy by

H(Xi1X;)=H (X, X;)=H(X;) (2.33)

Although the expressions have not been proved, it is not difficult to do it by means of some basic
properties of the probability theory [20 p. 12]. The most useful aspect is to understand these
magnitudes with the help of their meanings (knowledge gained after the measurement or uncertainty
existent before the measurement). Without going into details, it is obvious that the aim is to
maximize /45 and to minimize I,z and Izg.

After having introduced the Shannon entropy, it is time to clarify why the discussion turned into
classical information. The reason is the scope of this work once again. It is assumed that the
avesdropper perfoms the measurement right after intercepting the quantum signal, therefore, at the
point of the post-processing, the eavesdropper only holds classical information. In the case of being
able to store the quantum signals waiting for a privileged position, the study should make use of the
so-called Von Neumann entropy. Just to show that it represents a generalization of the Shannon
entropy, see its expression (using the letter S instead of H)

15 These characters, and others such as Charlie, are typically used in the fields of cryptography and physics for the sake of understanding.
Each one has a specific function: Alice and Bob are the sender and the receiver, respectively, of certain message; Eve plays the role of an
eavesdropper; and Charlie sometimes appears to help Alice and Bob carry out their secure communication.

16 Defining 0log20=0.
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S(p)=-tr(plog: p) (2.34)

When the involved quantum states are orthogonal, the Von Neumann’s entropy coincides with the
Shannon entropy, as one might infer by remembering that the measurement of the states |0) and |1)
always yields |0> and |1> respectively, as classically expected. As well as the Shannon entropy and
the Von Neumann entropy, there are other entropy definitions such as the Rényi entropy, the min-
entropy or the max-entropy, which are used in the security proofs to deduce unconditional security
bounds. Definitely, the definitions of those entropies and the relations among them are out of scope.
However, take the so-called Holevo bound (upper bound on the accessible information) [14 p. 531]
as an example:

li=H(Xi:X;)<S(p)-D pS(pox)=x (2.35)

where y is known as the Holevo quantity and p = Z Px Ox -

24.2 The coding problem

The concept of information entropy is mainly useful at the end of the QKD protocols. This step is
called the privacy amplification and will be explained later in Section 3.6. However, there is another
step that uses the information entropy but from a slightly different perspective. More precisely, this
step is the information reconciliation or error correction (explained in Section 3.4), which makes use
of the idea behind the coding problem.

The coding problem sets out the situation of a sender with a classical information source able to
generate the sequential random variables Xj, X, ..., which are independent and identically
distributed [14 p. 537]. This sender wonders how short the encoding of X; could become allowing an
eventual receiver to reliably reconstruct the original message. The answer of this problem is given by
the Shannon’s noiseless channel coding theorem, according to which any compression scheme will
be realible as long as the rate R is greater than H(X) [20 p. 16]. In other words, H(X) is the minimal
number of bits which is necessary to faithfully reproduce the message.

At this point, there are four things that may sound confusing. First, X is a random variable that
follows the same probability distribution as Xj, X3, ... Second, each X; represents a single bit, whose
value is a priori unkown, therefore H(X) is here the binary entropy (in this case, the symbol H () is
typically used). Third, it is common to refer to R and H () as rates. However, the rates are not bits
per second, but rates of compression, that is, the ratio between the lengths of the encoded message
and the original message. For instance, if a sequence of # bits is considered, then the length of the
initial message is #, the length of the encoded (or compressed) message is #R and the minimal length
of the encoded message so that it can be reconstructed is nH(X). Fourth, the application of this
theorem in the information reconciliation step makes sense because the classical channel is assumed
noiseless, as described later in Section 3.1.

Nevertheless, the situation mentioned in the penultimate paragraph is not exactly the one that is
relevant for information reconciliation, although it is a good starting point. Instead of only one
classical information source, imagine that there are two. One belongs to Alice and the other to Bob.
The sequence of random variables associated with each source are again independent and identically
distributed, and, in addition, correlated between them. Expressed in a different but more familiar
way, this is equivalent to say that Alice sends her sequence of bits to Bob, who receives the same
sequence except for the errors. If both of them are interested in correcting the errors, it is important to
know the minimal number of bits that are required for this additional noiseless communication. The
answer to this generalized question was provided by Slepian and Wolf in [21] with the idea that the
encoding of X; must be at least H (XA | XB) in order to be successful. This limit can be further
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transformed assuming that the behaviour of the difference between X, and X can be modelled by a
binary symmetric channel (BSC) with parameter the quantum bit error rate (QBER). Have a look at
Figure 2.4.

1-QBER
0 “-.\.. > ’a’ 0
‘ TS._QBER __.-7
Alice SSaa o Bob
(encoder) Pl N (decoder)
”’,t” QBER .-""-.‘\s“
l _ > Sa l
1-QBER

Figure 2.4 — Binary symmetric channel. In this model, a bit flip happens with a crossover probability
QBER, whereas the correct bit value is sent with a probability 1-QBER.

Although this simple model is widely used in the field of classical communications, it is also
common in QKD, where the used parameter is the one that has already been introduced, the QBER,
which represents the ratio between the number of erroneous bits and the total number of bits received
by Bob. This model permits to express H (XA | X B) as simply #(QBER) (in this case, the use of the
small letter / is widespread to refer to the binary entropy). The proof of this equivalence can be
found in Appendix B.

Before going to the next chapter, a final comment is necessary.The concepts covered in this section,
(in particular, the combination of the different uses of the Shannon entropy, the various entropy
definitions, the classical communication notions right after having read many ideas about quantum
objects, the introduction to error correction through a noiseless classical channel, etc.) may sound
confusing and even shocking the first time. The information theory is not easy at all, and much less
when there is a mixture of quantum and classical aspects. However, the detailed description of QKD
presented in Chapter 3 will make it easier to understand the whens and whys of this section.



3 Theoretical framework of QKD

3.1 Principle of QKD

The purpose of QKD is to exchange an unconditionally secure key between two separated parties,
typically Alice and Bob. This distribution is completed after two phases. The first phase demands
that Alice and Bob are connected through a quantum channel. Alice encodes her raw key bits in
light'” degrees of freedom and sends them to Bob through this channel, which may be untrusted
because of the presence of an eavesdropper Eve, as well as being noisy. Afterwards, Bob receives a
part of the quantum signals sent by Alice due to the losses along the optical path and decodes them,
obtaining a raw key. For the second phase, it is necessary that Alice and Bob have access to an
authenticated'® classical channel. Traditionally, it is assumed that this channel is also noiseless
without loss of generality. With the help of a one-way or two-way classical communication'®, a
classical information post-processing is carried out to transform the raw keys into a shared secret
key. If that is not possible, the protocol is aborted. See Figure 3.1 to get a picture of this description.

Alice (sender) Bob (receiver)

10010110 — | encoder | 190 190 - 4ecoder I—» 00101...
L ) 1 )

Y Y
Ky raw K raw
A Eve (eavesdropper) B ran
Kz
post- _ N post-
processing | | processing
Ki, ner Ki, net
quantum chanmmel  —  classical channel

Figure 3.1 — Schematic illustration of a generic QKD protocol. K; ,,, denotes the non-secret key
before the post-processing (with i=4, B), Kg is the knowledge Eve has of K ,,,, and K4 ., denotes the
shared secret key after the post-processing. On the other hand, pure states are plotted over the
quantum channel without loss of generality.

17 Light is the usual information carrier because it permits a separation between the parties and suffers from fewer interactions with matter.
18 The authentication implies that Eve might listen to the conversation, but she could never take part in it [22 p. 3].

19 Unlike in two-way post-processing, in one-way procedures only one of the agents involved in the QKD (typically Alice) can send
information to the other, without feedback [22 p. 21].

19
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Unlike traditional cryptographic protocols, the security of QKD protocols is guaranteed by physics.
The fact that the signals can become modified by Eve’s actions through the quantum channel reveals
the leakage of information. Additionally, quantum states cannot be copied as happens with bits in a
classical computer, according to the no-cloning theorem [22 p. 3].

In relation to the post-processing, the errors in Bob’s raw key are corrected and the leaked
information is addressed. With all the estimated information thoughout the different steps, Alice and
Bob generate a key that is probabilistically secure at the cost of a key which is shorter than Bob’s raw
key [22 p. 9].

3.2 Classification of QKD protocols

QKD can be implemented following a variety of protocols. There exist different classifications of
such QKD protocols. One of them divides the protocols into discrete-variable QKD (DV-QKD) and
continuous-variable QKD (CV-QKD), depending on the nature of light. The DV-QKD protocols
deal with the particle nature of light, whereas the CV-QKD protocols use its wave nature [23 p. 1].
More precisely, in DV-QKD protocols, the information carrier is the photon by means of its degrees
of freedom (polarization, energy, phase, arrival time, orbital angular momentum, entanglement, etc.).
In contrast, in CV-QKD protocols, information is randomly encoded in the quadrature components
of an optical field [24 p. 2], that is, in the terms O and P of the following expression:

E(r,t)=e|E|[ Qcos(kr —at)—Psin(kr —at) | (3.1)

Eq. (3.1) represents an electric field which is solution of Maxwell’s equations for the case of
monochromatic® plane21 waves. E is the electric field vector, E|| is its norm, e is the polarization
orientation, K is the wave vector, r is the position vector, @ is the angular frequency, Q is the
position quadrature and P is the momentum quadrature.

As for the measurement techniques, while a single photon detector is used in DV-QKD, either
homodyne or heterodyne detection? are employed in CV-QKD [23 p.1]. The use of these detection
methods presents various advantages and disadvantages. On the one hand, single photodetectors
require cooling and are commonly expensive and sensitive to stray light. On the contrary, homodyne
receivers do not need cooling, are cost-effective, insensitive to stray light and, in addition, exhibit
higher key rates®® [23 p.- 1; 27 p.5]. These arguments might make the choice easy, but unfortunately,
CV-QKD has two major disadvantages: the distance is more limited due to the poor reconciliation
efficiency and the excess noise®* [29 p. 1] and the security proof is less advanced [30]. Despite the
fact that an exhaustive analysis of the security proofs is beyond the scope of this work, one could
easily infer the main reason: it is impossible to divide a single photon in DV-QKD, whereas the
amplitude may be reduced by an eavesdropper in CV-QKD, in such a way that there is no difference
between her action and a lossy quantum channel [23 p.2]. A general outline of the security proofs
will be provided for the case of DV-QKD in Section 3.5.

Additionally, there exists a difference between the security of the DV-QKD schemes and the CV-
QKD schemes. On the one hand, the unconditional security of DV-QKD is based on the

20 In monochromatic waves, only one wavelength (or frequency) component exists.

2! In plane waves, the propagation direction does not depend on the spatial coordinates.

2 Without going into details, both homodyne and heterodyne detection techniques are ways of demodulating phase-encoded (and/or
frequency-encoded) signals by the comparaison with a local oscillator signal [25].

2 It is difficult to compare key rates for both DV-QKD and CV-QKD, since the experiments have not been performed in similar years and
distances, and once a goal is achieved, the next goal is usually much more ambitious. Nevertheless, according to Figure 5 of [26], CV-QKD
offers key rates in the range 0-20km that are ten times higher than in DV-QKD.

24 At the time of working on this project, a new distance record by optical fiber has been published, doubling the previous distance, with
202.81km and a secret key rate of 6.214 bps [28]. More details about the space missions using CV-QKD can be found later in this section.
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indistinguishability of non-orthogonal quantum states and the no-cloning theorem (already viewed in
Section 2.2). On the other hand, the unconditional security of CV-QKD is supported by Heisenberg’s
uncertainty principle (mentioned in Section 1.1), which prevents Eve from having full knowledge of
both quadratures at the same time [31 p. 214].

Although this work focuses on a particular DV-QKD protocol, the so-called BB84, it is interesting to
remark the existence of various protocols. In the case of DV-QKD, some of the most known
protocols are®® BB84 [32], E91 [33], B92 [34] and BBM92 [35]. Somehow, most of them present
similarities with the BB84, which was the first QKD protocol published in 1984. More details about
this protocol will be provided in the next section. The same BB84 protocol can be implemented by
using different degrees of freedom® of the photon as mentioned in the first paragraph of the current
section. Moreover, there are additional versions of the BB84 protocol which include improvements
against specific attacks such as the decoy-state BB84 [38] for the photon-number splitting attack. In
the case of CV-QKD, on the other hand, the protocols can be subdivided into coherent state-based
and squeezed state-based?’. This last group presents the difficulty that the generation of squeezed
states is technologically challenging [27 p.5]. In turn, there exists a lower classification into discrete
protocols (e.g. the four-state protocol [23]) and Gaussian®® protocols (e.g. the GG02 protocol [41]),
whose practical implementation and security study are more advanced [23 p. 2].

Another classification of the protocols is possible considering how Alice and Bob obtain their raw
keys. If Alice creates her own raw key by randomly generating a bit string and then she encodes it
into optical signals, which are sent to Bob, who decodes them, finally obtaining his raw key, the
protocol is refered as prepare-and-measure. In contrast, one finds the entanglernent-based29
protocols. In this case, a third party typically called Charlie distributes entangled quantum states to
both Alice and Bob. As they receive them and perform the measurements, they obtain their
corresponding raw keys [22 p. 8]. Notice that the entanglement-based protocols present an additional
level of security because there is no need for untrusted nodes [43 p. 31]. A case in between occurs
when it is Alice who generates the entangled states, keeping one part, and sending the other to Bob.
By convention, this type of protocols is also known as prepare-and-measure.

Focusing on the DV-QKD schemes, the two most known prepare-and-measure protocols are the
BB84 and the B92. In fact, the B92 is a simplification (at the expense of being less secure) of the
BB84, considering only two states instead of four as will be described in the following section. On
the other hand, the two most known entanglement-based protocols are the E91 and the BBM92. In
particular, the BBM92 is the entanglement-based version of the BB84 [42 p. 2].

With all the former information in mind, it is time to see the state of the art in the QKD missions in
space and in the atmosphere. To that end, see first Figure 3.2, where several examples of satellite
QKD are illustrated. The same applies for different vehicles such as airplanes or hot-air balloons.
And now, go to Table 3.1 to gain a general insight.

25 The name of a protocol is formed by the initials of its authors and the year it was published.

26 Typically, only one degree of freedom, say polarization or phase, is employed. However, with the objective of increasing the key rate, the
photon can be exploited by using more than one (e.g. time and phase [36]), but also with degrees of freedom which span a higher-
dimension Hilbert space (e.g. orbital angular momentum [37]). In any case, the dimension of the Hilbert space spanned by these two
options is higher than two, i.e. the quantum state vectors are in C® (recall the term qudit). This has a second effect, consisting of d (or even
d+1) possible bases (not only the standard and the diagonal ones), what means a higher level of security [37 p. 2].

27 The basic difference between coherent states and squeezed states comes from the fact that, while coherent states present the same
fluctuations in both quadrature components, squeezed states have more noise in one quadrature than in the other [39].

28 In a Gaussian protocol both quadratures behave as two random variables following zero-centred normal distribution [27 p. 9]. In contrast,
in a discrete protocol, a set of states (e.g. four, eight...) around the zero is used for encoding the information [40].

2 In the vast majority of cases where entanglement has been used, the technique employed for the generation of entangled photon-pairs
was SPDC (go back to Figure 1.2) [42 p. 4].
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T

(a) (b

Figure 3.2 — Schematic illustration with various scenarios of satellite QKD. In scenario (a), a
ground-to-satellite QKD is shown (uplink); in scenario (b), a satellite-to-ground QKD is represented
(downlink); in scenario (c), a downlink is simulated with the help of retroflectors in the satellite; in
scenario (d), a satellite distributes entangled photon pairs to Alice and Bob (different ground
stations); and in scenario (e), an example of satellite-satellite interaction is depicted.

Table 3.1 — Summary of aerospace missions related to the implementation of QKD protocols.

LAUNCH/ VEHICLES SCENARIO
FLIGHT COUNTRIES QKD PROTOCOL . REF.
YEAR (NAMES) (see Figure 3.2)
Satellites

(Jason-2, oy LEO

2008 Italy Larets, lzizacibil;:;[ée;t]; ;Zr [44]
Starlette and M (c)
Stella)
. Hot-air
2010 China balloon (-) Decoy-state BB84 100km approx. (b) | [45]
2011 German Airplane BBS’4 20km approx. (b) | [46]
y (Dornier 228) PPTOX.
Feasibility tests for

Satellite p}g ;;gﬁ%ﬁ;ﬁl . GEO

2016 Germany (Al[;l(lgat I- CV QKD using ) [47]
coherent states with
Gaussian modulation
2016 China Satellite Decoy-state BB84 LEO (b) [48]
(Tiangong-2)

. Satellite Decoy-state BB84, [49-
2016 China (Micius) BBM92 LEO (b) (d) 50]
2016 Canada Airplane Decoy-state BB84 3km, 5km, 7km, [51]
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(DHC-6 10km (a)
Twin Otter)
Satellite
2016 Japan (Socrates) B92 LEO (b) [52]
. Satellite Feasibility tests for LEO (d), but
2019 Singapore (SpooQy-1) BBM92 onboard receivers 53]
2020 German Satellite BB84 LEO (b) [54]
Y (QUBE)
Satellite
2021 UK, Singapore (QKD Not found Not found [55]
Qubesat)
2021 Canada Satellite BBM92 LEO (a) [56]
(NanoQEY)
. Satellite BB84, decoy-state
2022 France, Austria (NanoBob) BB84, £91 LEO (a) [57]
Funded Satellite
mission Canada (QEYSSat) BB84, BBM92 LEO (a) (b) [58]
Funded . Satellite
mission Singapore (SpooQy-2) Not found Not found [59]
Germany,
Luxembourg,
Austria,
Funded | Switzerland, the Satellite
mission | Czech Republic, | (QUARTZ) Not found Not found [60]
the Netherlands
(public-private
partnership)
Funded Satellite
mission UK (QKDSat) Not found Not found [61]
Belgium,
Germany, Italy,
Luxembourg,
Malta, the
Netherlands, One or
Proposal | Spain, Croatia, several Not found Not found [62]
Cyprus, Greece, satellites

France,
Lithuania,
Slovakia,
Slovenia,
Sweden, Finland
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(public funding)
Satellite Superdense
Proposal US (ISS) teleportation (SDT)* LEO (d) [64]
Switzerland, Stratospheric
Germany, UK long
Proposal : Not found Not found [65]
(private endurance
partnership) vehicles
UK, Singapore,
Italy, Germany,
Proposal | the Netherlands, Satellite BB&84, BBM92 LEO (b) [66]
Switzerland,
Austria

Needless to say, there are many more tests that have been perfomed in relation to satellite QKD but
are not shown in Table 3.1. Only those missions focused on the implementation of QKD protocols
were considered here.

On the other hand, from Table 3.1, a few ideas can be extracted. First, much more effort has been
devoted to the demonstration of DV-QKD protocols. Second, BB84 (its decoy-state version), and its
entanglement-based counterpart BBM92, have been widely implemented. Third, there is a trend
towards entanglement-based protocols, satellites which are capable of running more than one
protocol and quantum superdense coding (exploiting the photon). Additionally, the agreements
among companies and countries are more and more frequent.

For all the above-mentioned reasons, the choice of BB84 is a good starting point for this work. In
particular, the BB84 with polarization encoding will be used, because it has been widely adoped
since it was proved that polarization is preserved through free-space [52 p. 504]. The major issue of
this encoding is, however, the fact that polarization depends on a reference frame and every
misalignment is a source of error. On this matter, the use of alternative or additional degrees of
freedoms, such as time bins or orbital angular momentum is being studied [53; 63], but is entirely
beyond the scope of this work.

3.3 The Bennett-Brassard protocol (BB84)

As was pointed out in the previous section, the first QKD protocol was published by Charles H.
Bennet and Gilles Brassard in 1984 [32]. This protocol is known as BB84 and since then, it has been
widely implemented. When single polarized photons are used for coding, two non-orthogonal states
(that is to say, two different bases) are used to encode each bit, 0 and 1 (in total four non-orthogonal
states). Using the symbols | H > and |V for the horizontally and vertically polarized photons instead
of |0> and 1>, and the symbols |+45 and |—45> for the diagonally polarized photons instead of
|+) and |-), the coding of bits is built up as shown in Table 3.2.

% SDT is a new entanglement-based protocol which uses the idea of high-dimension quantum states to generate photon pairs
hyperentangled in polarization and orbital angular momentum (or time bins), overcoming the effects of noise and losses [63].
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Table 3.2 — Coding of bits in the BB84 protocol.

BIT BASIS QUANTUM CODING
Standard (+) |H)
O Diagonal (x) |+45)
Standard (+) V)
1 Diagonal (x) |-45)

With the previous coding in mind, the quantum transmission is as follows [32 p. 177]:

1. Alice selects a random #-bit string (formed by ones and zeros) and a random sequence of n
polarization bases (standard or diagonal).

2. She then encodes each bit of the string in the corresponding basis of the chosen sequence of
bases (Table 3.2), sending the photons to Bob one after the other.

3. Bob receives each photon and performs a measurement in a randomly decided basis, which
may be the same one as Alice chose or a different one. Depending on the outcome, Bob
writes down a zero or a one (Table 3.2).

An example with all the possible combinations for the bit 0 is illustrated in Table 3.3. The case of bit
1 1s analogous.

Table 3.3 — Examples of quantum transmission for the bit 0.

Alice’s bits 0 0 0 0 0 0
Alice’s sequence of bases + + + X X X
Quantum coding [H) | [H) | [H) | [+45) | [+45) | [+45)
Bob’s sequence of bases + X X + + X
Bits decoded by Bob 0 0 1 0 1 0

Observe that whenever Bob selects the same basis as Alice, he obtains the right bit. On the contrary,
if he chooses a different basis from Alice, he obtains the right bit only fifty percent of the times.
Taking such errors into account and also those due to the noisy quantum channel and the presence of
an eavesdropper (it is not too difficult to imagine the consequences in Bob’s string after having
viewed Table 3.3), the necessity of an information post-processing is justified.

The classical information post-processing consists of several steps, namely: authentication, sifting (or
basis reconciliation), error estimation, error correction (or reconciliation), confirmation and privacy
amplification. The steps error estimation, error correction and confirmation are sometimes put
together, but that does not make them less important. Figure 3.3 is a helpful diagram.
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Figure 3.3 — Diagram with the steps of the classical information post-processing.

After more than thirty-five years since the publication of the BB84 protocol, the quantum
transmission remains the same, but the classical post-processing has experienced some slight
modifications with respect to Bennett and Brassard’s first version. Basically, the changes concern the
user who initiates the exchange of information, who sends it and who listens to the other, etc. Most
times, they are just a matter of the technology which is in reach. Another important reason is that
those modifications satisfy the necessity of minimizing the leakage of information. In any case, a
detailed description of the above-mentioned steps is provided below.

First of all, the discussion in the post-processing needs to be authenticated as already stated in
Section 3.1. There exist a variety of authentication methods. Among them, the uses of fingerprints,
digital signatures, voice or facial recognition are options in ongoing research, whereas a shared secret
key is usually employed. This key may be originated in the previous round of QKD, what introduces
the need for a pre-shared key in the first round, and only has to be secure until the next round [22 p.
8]. The way to authenticate the communication with the help of a key is by appending a tag to each
exchanged message (not only at the beginning of the post-processing). This tag is the result of some
calculation over the key. Unfortunately, more details about the procedure are out of scope, although
they can be found in [67].

Once Bob has his raw key, Alice and Bob share the bases they used to encode and decode the key
bits, discarding those positions where they used different ones. Typically, it is Bob who sends his
bases to Alice and she announces the ones that were correct, since, with the losses, he has much less
information to exchange (also looking for efficiency). Anyway, it is vital not to disclose the values of
the bits over the public channel, only the bases they employed. This stage is known as sifting or basis
reconciliation, and at the end, the length of the sifted key is approximately half as large as Bob’s raw
key. If this condition is not met, either the length of Bob’s raw key was clearly insufficient or the
randomness was too poor. For these reasons, the raw key rate (in bits per second) or the sifted key
rate (in bits per second) should be monitored.

After the sifting, Alice and Bob share the same sifted key, except for the errors in Bob’s string. At
this point, it is convenient to estimate these errors, commonly in the shape of the QBER parameter
(errors over length of the sifted key). In order to make such estimation, a number of bits must be
exchanged between Alice and Bob, and therefore, discarded. The size of this sacrifice of bits is not a
petty matter, because the shorter the final key is, the less secure it becomes. In some papers such as
[84], as a first approach, half the sifted-key length is used for the estimation. However, it is clear that
a good estimation could be made with fewer bits so long as the sifted key is large enough, or with the
help of a typical value of QBER. Each bit matters. In this sense, there are several methods that even
allow an on-the-fly estimation of the QBER during the reconciliation [69]. In any case, the QBER
must be estimated because of two reasons: the performance of the chosen error-correcting code
depends on this value (in fact, it is an input to determine its main parameters); and the unconditional
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security of the BB84 (it also happens with the rest of protocols) is subject to the value of QBER
(beyond a certain threshold™, the privacy amplification is useless). In this work, a deep study of
specific error-estimation methods is out of scope, and a sacrifice of half of the bits will be
implemented for the sake of simplicity.

In relation to the reconciliation step, there are various criteria to select the best error-correcting
method [70 pp. 3-6; 71 pp. 299-300]: efficiency, adaptability and robustness. It must be efficient
from the viewpoint of the speed, what translates to minimal computational and communication
resources, as well as in terms of the additional information revealed during the reconciliation
protocol over the bare minimum. Typically, this last definition of efficiency is mathematically
formulated as follows

m R

_ - = 32
nH (Xa| Xs ) ffesc(eeer) h(QBER) .

fec

where fzc denotes the reconciliation efficiency, m is the number of bits exchanged between Alice and
Bob in the reconciliation, # is the length of Alice and Bob’s strings after sifting and error estimation
(also known as frames), R=m/n is the compression rate, Xa and Xg are random variables which
represent single bits in Alice and Bob’s strings respectively and H (XA | XB) is the conditional
entropy introduced in Subsection 2.4.1, which here represents the minimal amount of information
that needs to be exchanged to correct a single bit, as exposed in Subsection 2.4.2. In the case of a
BSC with parameter QBER, H (XA | Xs ) =h (QBER) , as proved in Appendix B.

Additionally, the error-correcting protocol should present some adaptability against changes in the
length of the strings and in the QBER, and of course robustness. In practice, the robustness can be
defined either as the probability that at least one error remains after the reconciliation or as the ratio
between the number of remaining errors and the frame length (residual error rate).

In order not to make this section too long, the description of the error-correcting methods is left for
the next section. Here it suffices to say that the reconciliation protocols are not exempt from a
probabilistic nature. More concretely, depending on the chosen method, it might happen that either
the error-correcting method fails, or it succeeds but yielding a wrong solution. For that reason, a
confirmation step is vital. This confirmation is usually performed with the help of some pre-
established hash function [72 p. 17]. This function takes as input the presumably corrected key and
returns some set of bits. For instance, Bob sends his result to Alice, who compares it with hers. If
they are coincident, she notifies Bob the confirmation. Otherwise, she announces that the
reconciliation failed. The hash functions together with the confirmation step will be explained in
Subsection 3.4.3.

Before explaining the last step, notice that, at this point, the corrected key should have approximately
as many zeros as ones. If not, perhaps the randomness is too poor and the consequence is that the
probability that an eavesdropper guesses the key is higher. In an ideal case, the probability that a bit
is zero is the same as the probability that a bit is one. Therefore, the probability of guessing an n-bit
key is 1/2". However, when there exists a bias (e.g. the number of ones is much higher than the
number of zeros), it is easy to see that the probability of guessing the key becomes higher. This fact
brings into light once again the importance of a suitable random number generator to create Alice’s
raw key.

The former also helps introduce the probabilistic nature of the security of the final key. After all, the
unconditional security of QKD announced so many times is limited by certain probability.
Unfortunately, this probability (from the viewpoint of an eavesdropper) is higher than the value 1/2"

31 A threshold of 11% is typically employed in one-way procedures. This value is obtained by using the notions of mutual information
introduced in Subsection 2.4.1 together with an unconditional security bound. More details can be found in Appendix A of [22].



28 Chapter 3 - Theoretical framework of QKD

exposed in the previous paragraph. This is because of the information leaked throughout the
discussion between Alice and Bob in the post-processing, as well as the information obtained by the
eavesdropper through attacks. This increase in the probability of guessing the key can be controlled
precisely by the privacy amplification. Taking the corrected key as input and making an estimation
of the leaked information, this step returns a key that is probabilistically secure according to a
specific security proof. The privacy amplification will be described in detail in Section 3.6, right after
having explained the main ideas behind a security proof in Section 3.5.

3.4 Information reconciliation

The approaches typically used in QKD information reconciliation are two: the Cascade protocol and
the Forward Error-Correction (FEC) technique. While the former was specifically proposed for QKD
in 1994 [73], the latter was adapted from the classical communication context. The main difference
between them is that the Cascade protocol is an interactive protocol (that is, a two-way protocol),
which requires a number of communication rounds between Alice and Bob, unlike the FEC codes,
which are one-way error-correcting protocols where, in general, only one communication round is
required.

It is clear, according to the feature mentioned in the previous paragraph, that FEC codes are much
more efficient in terms of computational and communication resources. From the viewpoint of a
FSO QKD between a LEO satellite and an optical ground station (OGS), where the visibility window
is short (e.g. less than 14min for an altitude of 1000km), the FEC approach is preferable.
Nevertheless, FEC codes only work (if it does not fail) in a narrow range around the provided
estimation of QBER [74], whereas the Cascade protocol shows robustness in the range between 0
and 15% [73 p. 419] even if the initial estimation turned out to be too poor [70 p. 15] (although it is
true that it becomes a bottleneck when the error rate is high). For this reason, taking into
consideration that the high dependency on the QBER estimation in the case of FEC codes means a
higher cost of bits in the error-estimation step, and that the possibility of using higher-altitude
satellites or a satellite constellation in the future might make the interactive behaviour of the Cascade
protocol less significant, both approaches are implemented in this work. Do not confuse this decision
with the intention of applying more than one error-correcting method in the same QKD round, which
would be catastrophic from the viewpoint of the information leaked during the reconciliation.

Despite the many modifications (not necessarily improvements [70 p. 3]) the Cascade protocol has
experienced since it was published, this work only covers the original version. On the other hand,
among the number of variants of FEC codes already employed in QKD, this work focuses on Low-
Density Parity-Check (LDPC) codes. More precisely, the LDPC code described in [71] is the chosen
one, because it has already been used in space experiments such as [48] and the leakage of
information during the reconciliation is only slightly higher than with the Cascade protocol.

A pragmatic description of the two above-mentioned protocols is provided below, leaving the
technical explanaitions for the curious reader.

3.41 The Cascade protocol

For the sake of consistency with the notation already introduced, suppose Alice’s n-bit frame is
denoted by A4 and it is formed by the bits X;;={0,1}. Similarly, Bob’s n-bit frame is denoted by B and
it is formed by the bits Xz={0,1}.

The basic idea behind this protocol is to divide the frames into blocks, comparing the parities in
Alice and Bob’s blocks. In the case of being coincident, Bob can claim that his corresponding block
has either an even number of errors or not a single one. In the case of paritiy mismatch, Bob can find
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one error with the help of the auxiliary search function BINARY, making that block contain either an
even number of errors or not a single one after having corrected it. This process is repeated several
times, updating the size of the blocks in each pass and shuffling the bits randomly to find new errors.

In the passes subsequent to the first one, this protocol takes advantage of the implication of
correcting a new error over the parity of Bob’s blocks that contained that bit in the previous passes. It
is obvious that if the parities of those blocks were left being coincident with the corresponding
parities of Alice’s blocks, the correction of a new error in the last pass makes those parities become
different and, therefore, new errors can be found in all those blocks by using BINARY. Notice that
these new corrections unmask, in turn, additional errors for the same reason, producing thus a
cascade of corrections which give rise to the name of the protocol.

The function BINARY works similarly to how Bolzano’s theorem allows to find one root of an
equation in a certain interval. The main difference lies in comparing parities instead of signs. A
flowchart describing the interactive process from Bob’s perspective is illustrated in Figure 3.4.

Calculate the parity of the
set {B;} R

v

Receive the parity bit
sent by Alice

!

Yes Are the parities
coincident?

Send the message “the Send the message “the
error is in the second half”, error is in the first half” t
to Alice Alice

ep —ip,ip [uw

_spkipfl.;pk[w

/ Return sp (error position) //

Figure 3.4 — Flowchart showing how to perform the binary search. K;* denotes the block / in pass u;
k, denotes the size of the blocks in pass u; sp, ip and ep represent the starting, intermediate and
ending positions, respectively; and j may be different from i if the bits were randomly shuffled.
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An important remark about the binary search is that the information leak is at most flogz Ky —| bits.

With respect to the values of the parameters involved in the Cascade protocol, the same paper [73 pp.
420-422] provides almost all of them. In the first pass, the size of the blocks is &; (the last one can be
smaller). Pass after pass, the size of the blocks doubles, that is, k,=2k,.; where u depicts the index of
passes. Moreover, the necessary number of passes is given by the experience of the authors and is
equal to 4 (as long as the size of the block is smaller than the size of the frame, obviously).

In order to explain how to calculate 4, it is useful to introduce two concepts before. First, the
probability that after the pass u > 1, 2e errors remain in Ki (block / in pass 1) is represented by
&u (). To determine 61 (e), the following expression can be used

di(e)=p(X =2e)+p(X =2e+1) (3.3)

where X is approximated by a random variable that follows a binomial distribution with parameters
k;and QBER (estimation of the QBER). Second, the expected number of errors in the block Ki
after the pass u is denoted by E,. Again, for pass 1 the following expression is used

(1—(1—2@)“)

E: =kiQBER — > (3.4)
So the parameter k, should be chosen in such a way that the next two inequalities are met:
5
2l -
2. a(e)=7a(i) 35
e=j+1 4
In 1
E: < —72 (3.6)

Although it is not explicitly specified in the text, one should see that 2j+1 can be at most k,, because
in a block of size k, there cannot be more than £, errors. On the other hand, although the former way
to obtain k, is implemented in this work, in practice it is common to use the expression

k. ~0.73/ QBER for the sake of time [70 p. 6].

In relation to the statement made at the beginning of the page about the characterization of the
parameters involved in the protocol, there exists one aspect that is not well clarified in the text.
Apparently, the type of functions to shuffle the bits randomly is to be decided by the user. In this
work, a pre-shared seed between Alice and Bob is employed, since it seems to be an easy-to-use
choice.

Finally, an idea of the robustness of the Cascade protocol can be provided in terms of bounds. If the
inequalities (3.5) and (3.6) are used, after the fourth pass: 6:(1)<2% and E.<0.043,
approximately for any value of QBER .

3.4.2 AnLDPC code

In order to be pragmatic and not to fall into the misleading explanations from the perspective of
classical linear codes®, a different approach is here adopted to describe the method. It is assumed

32 Recall that what can be used in the cotext of QKD is not a classical linear error-correcting code per se, but an adaptation of it. A helpful
example to keep in mind is the sort of analogies used in mechanics of materials, to determine e.g. the stress distribution along some
structure subjected to certain loads, just because the form of the equations is the same. However, the problem here is that the difference is
not always clear due to the similarities, what becomes an obstacle for those who are not too familiar with the reconciliation in QKD.
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that the reader is not interested in knowing how to perform the error correction in classical
communication, but wants to learn how to carry out the information reconciliation in the post-
processing of the QKD.

Once again, suppose Alice’s n-bit frame is denoted by A4 and it is formed by the bits X;;={0,1}.
Similarly, Bob’s n-bit frame is denoted by B and it is formed by the bits Xz={0,1}. A clever strategy
to correct the errors without leaking too much information consists in doing some calculation over
Alice’s frame and sending the results to Bob, who must check if his frame fulfills the constraints, that
is to say, if doing the same calculation over his frame yields Alice’s outcomes. If not, he must find
the way to obtain the right frame by using all the information that he already knows. At this point, it
is clear that this error-correcting protocol is formed by two parts: first, the construction of the set of
operations that both Alice and Bob have to perform; and second, the decoding that takes place at
Bob’s side.

With respect to the first step, the set of operations can be summed up in the multiplication (in modulo
2) between a matrix H (typically called the parity-check matrix, with its rows being also known as
simply checks) and a vector (Alice or Bob’s frames). How to make Alice and Bob construct the same
parity-check matrix, leaking as little information as possible, is crutial. It is easy to understand that
the construction rules must be previously shared. More precisely, according to [71 p. 301], whose
description matches the one in [75 p. 1645], the parity-check matrix can be constructed as follows:

1. create an pxn matrix full of zeros, where p is the number of parity checks (it will be
determined later) and 7 is the length of the frames;

2. and column by column, replace a number of random positions (e.g. 5, as recommended by
[71 p. 301]) with ones, in such a way that the rows are more or less unirformly filled and that
the inner product between two columns (or two rows) is at most 1.

The procedure deserves three remarks. First, to make Alice and Bob distribute the ones in the same
manner, [71 p. 301] recommends using a pseudo-random number generator with a pre-shared seed.
Second, notice that H is a sparse matrix, hence the expression low density is justified. Third, the
number of parity checks is determined by fixing the reconciliation efficiency already defined in Eq.
(3.2). According to [71 p. 301], a percentage of 25% higher than the bare minimum should work.
That is,

p/n
h(QBER)

After creating the matrix, Alice performs the multiplication and sends the p-bit resultant string to
Bob, who, with the matrix also constructed, checks if his frame is correct. If not, he starts the
decoding. To do so, [71 p. 301] suggests the sum-product algorithm (with one modification
depending on the value of the parity bits) and refers to [75 p. 1646] for the description. An important
comment here is that [71] does not warn about the use of a BSC instead of a Gaussian channel as
implemented in [75]. A synthetic description is found next.

fec =

=1.25 3.7)

1. Initialize the variables g% and gk (probabilities that the bit*> X0 is 0 and 1, respectively,
given the information obtained from the checks where this bit participates“, except for the
check j) in the following manner:

3 To distinguish Bob’s bits before the reconciliation from the corresponding ones after the reconciliation, the subscript corr is used for the
latter. Obviously, if the error correction is confirmed later, Xsiwr is equal to Xai.
3 In symbols, the components Hii that equals 1.
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1-QBERIf Xsi =0

q?i = p(XBi,corr:0|XBi): —Q ° (38)
QBER  if Xm =1

i =1-qf (3.9)

2. Calculate the variables r{ and r}; (probabilities that the check j is fulfilled if the bit Xp; ., is
supposed fixed at 0 and 1, respectively, and the rest of bits follow a distribution given by the
probabilities g} and qji ). To indicate the set of bits that participate in the check j other than
the bit Xz; .o, the symbol Q is used. Be careful with the rj} and rj; where the bit X; .., does
not participate in the check j, because it cannot affect the rest of steps.

; :%(Hn(q?' - )} (.10)

leQ

rh :1[1—H(q?. — Qi )j G.11)

2\ i

3. Calculate the normalized probabilities that the bit Xp; .- is 0 and 1, ie. q° and ¢,
respectively. Since these probabilities are obtained via the information that can be extracted
from all the checks, they depend on whether the parity bit associated to each check is 0 or 1.
To denote these parity bits, the variables P; are used. In addition, to denote the set of checks
where the bit X3, .., participates, the symbol I"is used.

G = A p(Xeicor =0| Xei ) [ [ rif, with ril if P =0Oelse rj (3.12)
jel

Gi = 4 p(Xeicor =1| Xai ) [ | rif, with 1 if Py = 0else rf (3.13)
jel

1

0 1
Cis
(59

4. Update the probabilities q} and qji with the help of the checks where the bit Xp; 0
participates, except for the check j (this set is denoted by Y').

o i[9 a4 _
Qi +q|—ﬂ4 I"i‘z =1= 4= (314)

a5 = Aji p(XBi,corr =0| XBi)Hrn)l(i,With e if Pn =0else i (3.15)
meY
Cﬁi = Aji p(XBi,corr =1| XBi)Hrn)w(i,With I if Pn=0else ro (3.16)
meY
0 1
a5 + i = Aji %+ﬁ =1= A5 = ! (3.17)
Aii A

@@
Ai A

5. Determine the value of every Xz; .. based on the probabilities qio and ¢ . For instance, if
g° > 0.5, then Xp; con is set to 0, else Xp; cor is set to 1.

6. Check if the parity constraints are satisfied. If so, the current value of the bits Xp; .., with i=1,
..., h 1s acceptable, waiting for the confirmation. Otherwise, repeat the steps 2-6 until either
the parity constrains are met or a maximum of iterations (say 20, as in [71 p. 301]) is
exceeded. In this case, a failure is declared.

3.4.3 Confirmation

Once the reconciliation has been concluded, the verification that it was successful is performed by
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way of a two-universal hash function. Mathematically, a class . of functions X' = ) is two-
universal if, for any xi, x, in X such that x; # x», the probability of /' (x;) = f (x2) is at most 1/ )], as
long as f is chosen at random from # with a uniform probability distribution. The symbol |}
denotes the number of elements in the set ), that is, if it is {0,1}’, then [J] = 2".

Alice and Bob’s keys after the reconciliation protocol are in X’ = {0,1}". With the previous decisions
for the length of the hash value (i.e. 7) and the hash function, both of them calculate the hash value,
comparing the result. It is clear that Alice and Bob want to be sure enough about the reconciliation
success, therefore the parameter # must be sufficiently high to make a failure of the verification step
be extremely improbable. A typical value may be 50 bits [76 p. 2; 77 p. 3]. On the other hand, the
choice of the hash function usually depends on the computational constraints. Since these functions
were studied for the first time, there have been some contributions with faster and faster
constructions. In this work, without covering a literature review, the family of hash functions
proposed in [78] is chosen.

Succinctly, given ¢, one defines the parameter 6 as the largest prime number below 2’ (e.g. 2°°-27 if ¢
is set to 50 [77 p. 3]) and selects a value & from {0, 1, ..., #-1} at random. Additionally, the binary
strings A and B are divided into substrings a; and b, of length the floor of log. 8. With this in mind,
the hash values are calculated as follows

f (A)=int_to_string (Z string_to_int(a )k'* mod 49) (3.18)
f (B)=int_to_string [Zstring_to_int(bi )k'™ mod 0] (3.19)

where int_to string(-) and string_to_int(-) are two functions that convert an integer into a binary
string and a binary string into an integer, respectively.

3.5 Security issues

The reason why this section is located here is because the basic notions about security that are going
to be introduced will have an effect on the way the privacy amplification is carried out. Indeed, this
dependency was to be expected, since the widely-claimed unconditional security of QKD must be
ensured after all.

Prior to the implications of the unconditional security, two remarks about the meaning of the word
unconditional are needed. First, this characterization of the security refers to the fact that Eve’s
technology is assumed to be unlimited, contrary to the restrictions that the conventional cryptography
imposes on the computational power of the adversaries [22 p. 9], although some constraints are
created [22 p. 10]: Eve cannot access Alice and Bob’s modules; a true random number generator
must be employed; unconditional secure authentication in the classical channel is mandatory; and
Eve cannot go beyond the limits of physics. Second, and as stated in Section 3.3, the unconditional
security is actually of a probabilistic nature. Technically speaking, the key that is finally obtained in
QKD is said to be g-secure if the probability that an eavesdropper ends up knowing it is €. Among
the possible sources of the security parameter €, one finds the different estimations that are made
during the execution of the QKD protocol, concerning the physical implementation (e.g. the
indistinguishability of the optical signals, the average number of photons per pulse, etc.) and the data
(e.g. the symmetry of the key, the error rate, the leaked information, etc.), as well as the probability
that Eve’s attacks are successful [72 p. 9].

Whatever the origin of the security parameter ¢ is, it must be calculated in such a way that easily
allows for the addition of tasks with failure probability ¢’, the total security parameter coming to
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ete’. This property is known as composability and is vital for many reasons. On the one hand, it is
important because it simplifies the analysis of the different probabilities. On the other hand, the
importance comes from the fact that a QKD system is typically built up to operate several times, not
only one. Therefore, throughout the desired number of executions, say N, the total security parameter
Ne should be kept sufficiently low not to make the QKD too risky [72 p. 10].

Given the significance of the security parameter, it is not enough to roughly estimate it, but it must be
carefully proved in specific operating conditions (e.g. losses, error rate, etc.) by means of a security
proof [72 p. 9]. However, performing this kind of proofs is not an easy task at all, since any a priori
negligible detail can lead to a side channel for the eavesdroppers. Additionally, one has to pay
attention not only to the list of theoretical assumptions, but also to how they are put into practice. On
this matter, an extraordinary effort to achieve standardization®® for QKD is being made, and a special
care of the security proofs is being taken [72].

Needless to say, a deep study of the state-of-the-art of security proofs is totally out of scope. One of
the reasons is that, in spite of being very advanced from a theoretical viewpoint, the analysis still
causes controversy when the practical implementation is addressed [81 p. 2]. A complete and recent
description of the security analyses using entropic notions can be found in [81] and, therefore, its
results will be used for the privacy amplification.

With respect to the current section, the classification of the eavesdropping strategies remains to be
introduced.

3.5.1 Classification of the eavesdropping strategies

In general terms, the different strategies that an eavesdropper can adopt to extract information
throughout the execution of the QKD can be classified into four categories [22 pp. 23-26; 31 pp. 229-
233]: individual (or incoherent) attacks; collective attacks; coherent attacks; quantum hacking and
side channel attacks.

In the first place, individual attacks consist in an interaction with each qubit transmitted over the
quantum channel following the same strategy and measuring their states before the classical post-
processing. The most known attack in this family is the intercept-resend (IR) attack, in which Eve
catches each qubit on the fly, performs a measurement on it as Bob would do, prepares a qubit in the
same state she obtained and sends it to Bob to go unnoticed.

In the second place, collective attacks are very similar to individual attacks. The main difference lies
in the fact that this time, Eve can postpone the measurement of her ancilla qubits until the most
convenient instant (typically, during the classical post-processing). To keep the quantum states, Eve
needs to have access to a quantum memory.

A generalization of the former two categories leads to the coherent attacks, in which Eve can adapt
her strategy depending on the events, her measurement outcomes, etc.

Finally, the quantum hacking attacks and side channel attacks take advantage of the weaknesses of
practical implementations. Such weaknesses affect both Alice and Bob’s sides as well as the
quantum channel. Two examples of quantum hacking attacks are: in the so-called Trojan horse
attack, Eve obtains information about the key by sending a bright laser beam towards Alice’s module
and measuring the reflected light; with the blinding attack, Eve makes Bob select the same basis as
she does by exploiting the operation of the single photon counting modules. Regarding the side
channel attacks, they are, in general, attacks that do not introduce differences between Alice and

% To the best of my knowledge, the two institutions that have made more progress in this sense are the European Telecommunication
Standards Institute (ETSI), with a growing set of recommendations [79], and the International Organization for Standardization (ISO), with
a publication of standards scheduled for 2022 [80].
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Bob’s keys. Consider, for instance, the existence of significant variations in the propagation
wavelengths of the four quantum states, making them distinguishable. Other important examples are
the beam-splitting attack, in which Eve takes part of the photons Alice sends to Bob and hiding them
as losses, and the photon-number splitting (PNS) attack, in which Eve takes the extra photons
emitted by Alice’s module when a weak coherent state-based QKD system36 is employed.

Among the above-mentioned attacks, the one which is covered by the scope of this work is the IR
attack. In particular, it is interesting to see the effects of Eve’s interaction and how her presence can
be detected. Taking into consideration the notions about measuring a quantum state discussed in
Section 2.2, it is clear that Alice and Bob obtain the same results providing that they select the same
bases. However, this fact is distorted when there exists someone in between performing
measurements in bases chosen at random. In probabilistic terms, the probability of detecting the IR
attack is thus equivalent to the probability that Bob obtains the wrong result even if he chose the
same basis as Alice did. In symbols,

P(Xa#Xs|Ya=Ys)=p(Xa#Xs|Ya=Ys=Ye)p(Ya=Ys =Ye )+

(3.20)
+ p(XA # Xe|Ya=Ye ¢YE) p(YA =Ys ¢YE)

where X; denotes the bit obtained by the party i (Alice, Bob or Eve) after a measurement in the basis
Y; . If Eve decides her basis at random, it is easy to see that p(Y, = Yz = Yp) =p(Y4 = Yp # Yp) = 1/2.
Moreover, in the event of triple coincidence of bases, Bob always obtains the same result as Alice
sent, that is, p(Xy # Xz | Y4 = Y3 = Yg) = 0. However, if Eve selects the wrong basis, only half of the
cases she obtains the right result (as remarked in Example 2.1), preparing and sending therefore the
correct qubit to Bob. As a result,
1 11 1

p(XA¢XB|YA YB) 0 2+2 5= 2 (3.21)
The former means that the presence of an eavesdropper causes, on average, one error per four bits in
Bob’s sifted key. At first sight, one might think that this probability is not high enough to reveal
Eve’s interaction during the estimation of the QBER. For the same reason, one might wonder how
many bits are necessary to estimate the QBER in such a way that the presence of the eavesdropper is
fully disclosed. To know that, take a sample with n' bits. The probability that all those bits are
correct is (3/4)", therefore the probability of having at least one erroneous bit (i.e. of detecting Eve
during the parameter estimation) is 1 - (3/4)" . If n' =1, this probability is 25%, whereas if n'=25,
the probability becomes 99.9%.

Before concluding the current subsection, there is room for two additional comments about what is
explained in the previous paragraph. First, one might immediately wonder how the errors introduced
by an eavesdropper can be distinguished from the errors due to the noisy nature of the quantum
channel or the imperfections in the QKD system. The answer is that they cannot be separated,
assuming conservatively in practice that all the errors come from Eve’s interaction. Second, a
particular precaution must be taken to reproduce the numbers given in the previous paragraph. In
order to avoid significant statistical fluctuations, the size of the sample should be sufficiently high.

3.6 Privacy amplification

The algorithm for the privacy amplification implemented in this work is the same as in [76 p. 3],
which, in turn, is based on the security proof given in [81]. This algorithm has two parts: first, it
checks the possibility of generating a specific secret key; and second, if possible, it transforms the

36 More details about this will be provided in Section 4.2.
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corrected key into a shorter but secure key. The resultant secret key is defined by its length lsec and a
security parameter &pa . Unlike other algorithms, this uses a secret key of fixed length as established
by the security proof where it rests [81 p. 10].

The verification of the possibility to distill a secret key is based on the following inequality

e max +V ) |- P—t—lsec
) 5(n(1 h(QBER mx +v)) - p—t-I )Sgpa (3.22)
where 7 is the length of the corrected key, h(-) is the binary entropy, QBERm is the threshold in
the parameter estimation step, p is the number of parity checks®, 7 is the length of the hash value that
resulted in the confirmation step, /. is the length of the secret key and v is a quantity calculated as
follows

2(n+n")(n+1)In !
V= . Epa (3.23)
n(n’)
The parameter n' is the number of bits that were publicly announced and then discarded during the
parameter estimation step. In this case, n' is equal to n.

Once the feasibility of obtaining a secure key is checked, the privacy amplification continues with
the application of another hash function to shorthen the key. In this case, the usual approach lies in
the multiplication (modulo 2) between an lsec x N matrix 75 and a vector formed by the corrected key.
To construct the matrix in a simple and efficient manner, the shape of a Toeplitz matrix is employed:

So S1 S2 -t S
S S S1 :
Ts=| s2 S . . S (3.24)
: ' ' So S
[ Skee-1 =+ S22 &1 So | .

As can be deduced from Eq. (3.24), a Toeplitz matrix presents the property Tij =T j« =Si-j,
where the elements Si-; form part of a randomly chosen string S = (Sl—n 1 S2-nyeees SOy e ety Slec—2, S|Wl)
of length n+lsc —1. This string may be generated by Alice and then sent it to Bob, or created with
the help of a pre-shared seed.

37 As can be seen, this parameter only appears in the second error-correcting method described in this work (the LDPC code). The reason is
that the considered security proof [97] assumes a one-way post-processing. Therefore, the Cascade protocol would not be compatible with
it. However, this is not an obstacle to implement the Cascade protocol in this work, since it is always interesting to compare the
performance of two different reconciliation methods, given the importance of this step in the final result.
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4.1 Generic implementation

So far the choice of the BB84 protocol via polarization encoding has been justified by the experience
gained in free space throughout the last decade. Furthermore, the protocol (quantum transmission
and public discussion) has been described right after explaining its main ingredients. This content
would be sufficient to simulate a BB84-based quantum key distribution. However, this approach
would present scant interest in practice, since it is worthless to simulate something that cannot be
implemented because it does not include the inherent imperfections of the current technology.
Consequently, it is interesting to address some of the main non-idealities (the ones permitted by the
scope of the work) linked to the usually employed QKD components. In this sense, Figure 4.1
illustrates a generic architecture.

Alice (sender) Bob (receiver)

source |—»| modulator demodulator |—s| detector

I — ]

v

RNG control . control RNG
electronics electronics
quantum channel _ classical channel

or optical path

Figure 4.1 — Schematic illustration with the main parts of a QKD system and their interfaces.
Succinctly, the photons generated in the source adapt in the modulator to carry the information along
the quantum channel, down to the demodulator and finally the detector. The preparation of the
quantum states is governed by the control electronics with the help of a random number generator
(RNG), whereas the received information at Bob’s side is stored until the classical post-processing
starts, when both control electronics and RNGs are employed.

Even though both optics and electronics are included in Figure 1.1, only the former is of interest
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here. In particular, while the source, the quantum channel and the detector will be described in
Sections 4.2 through 4.4, the main strategies for the modulator and the demodulator are briefly
mentioned next.

For polarization encoding, the use of an electro-optic modulator is an option. Basically, this device
controls the polarization of light (as well as optical power and phase) by applying a voltage to a non-
linear crystal, what changes the refractive index in that direction. Unfortunately, this strategy to
modify the polarization requires a high-voltage (in the order of kilovolts), what leads to an additional
complexity and weight due to the necessity of a high-voltage amplifier, cooling, etc. In addition, it
operates with a limited repetition frequency of the train of optical pulses (typically, a few megahertz),
which may be insufficient to overcome the losses from sender to receiver. For these reasons, this
option is only feasible in laboratory conditions. A different approach could lie in the use of
polarization optics, namely: polarizing beamsplitters and/or linear polarizers together with an a priori
rotary half-wave plategs. However, it is clearly impossible to rotate the half-wave plate with
frequencies in the range of megahertz. Hence, a common solution to this bottleneck consists in
generating four separated beams (one for every quantum state) and combining them in a non-
polarizing beamsplitter. This is precisely the most adopted configuration and has been implemented
in all the demonstrators in free-space. The demodulation, on the other hand, is carried out in a similar
manner, with the only precaution that, to avoid possible misalignment between the reference frames
of Alice and Bob’s units, some actuator is needed in the receiver. To get a further insight into the
typical architecture, read any of the papers indicated in Table 3.1.

Regarding the parameters that determine the operation of the QKD components, the sender module
emits a train of optical pulses of duration At with a repetition rate frep, at the wavelength A . The
choice of the specific values for these parameters responds to the behavior of the QKD components
and through the quantum channel. For instance, the wavelength is typically chosen to minimize the
losses through the quantum channel (more details in Section 4.3). Depending on the decision, some
components are more suitable than others and, of course, their performance may be function of it.
Moreover, the higher the repetition frequency is, the larger the number of photons that reach the
detector is and, therefore, the longer the final key can be; although it is limited in practice by the
source, the RNG, the modulation strategy, the control electronics and the detector. As the repetition
frequency becomes higher, it is easy to see that the duration of the pulses necessarily decreases.
Practically speaking, this is not the unique reason, but it is also interesting to make the pulses as
narrow as possible to achieve a better signal-to-noise ratio. However, narrower pulses constitute a
technical problem from the perspective of the synchronization between Alice and Bob and, of course,
may cause a lower counting rate [46 pp. 65-66].

In this work, tweaking the duration of the pulses is out of scope since it requires further post-
processing techniques such as time filtering. The wavelength and the repetition frequency, on the
contrary, can be modified more easily. In any case, it is useful to look at the choices made in the
experiments of Table 3.1 where the BB84 protocol was implemented.

3 A half-wave plate (or half-wave retarder) is a transparent plate that rotates the direction of linear polarization of the passing light a fixed
angle.
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Table 4.1 — Values for the main parameters of the optical signals used in those missions that
implemented/will implement the BB84 protocol (or its decoy-state version).

LAUNCH/
FLIGHT COUNTRIES WAVI(EHI;HE)NGTH FRERESEEE€O§4H PULSE ]()nlsj)RATION REF.
YEAR Q (MHz)
2008 Italy 1064 100 0.1 [44]
2010 China 850 100 1 [45]
2011 Germany 850 10 1 [46]
2016 China 850.15 50 0.5 [48]
2016 China 848.6 100 0.2 [49]
2016 Canada 785 400 Not found [51]
2020 Germany 850 100 Not found [54]
2022 France, Austria 808 Not found Not found [57]
Funded Canada 780-795, 850 400 Not found 58]
mission
UK, Singapore,
Italy, Germany,
Proposal | the Netherlands, 800 100 Not found [66]
Switzerland,
Austria
4.2 Source

For the generation of the single photons which are employed in the DV-QKD protocols, there exist
three main options: single-photon sources, weak laser pulses and entangled photon-pair sources. The
last one has already been described somehow when the entanglement was explained in Section 1.1
and 1s the least developed [43 p. 29]. However, this work is not focused on entanglement-based (or
prepare-and-measure with entanglement) protocols, so this document will not provide further details.
Regarding the other two options, they are explained next.

To better understand the difference between single-photon sources and weak laser pulses, it is worth
introducing the idea that producing a train of optical pulses with real single photons may be quite
challenging [43 p. 29]. Instead, it is more practicable to generate pulses where the number of photons
n follows a probability distribution p(n), with average number of photons per pulse u . To specify
this probability distribution, a parameter called second order correlation function at zero time delay,
2% (0) , is commonly used. This parameter, approximated as 2p(2)/p(1)?, gives the probability that a
multiphoton event occurs. If, for instance, g (0) = 1, the light source is said to be coherent (as in the
case of the laser), and perfectly coherent light presents Poissonian statistics, where the variance
equals the mean value and the p(n) is given by
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)un
p(n)=e* — (3.25)

n!
By contrast, the lower g (0) is, the closer the light source is to a true single-photon source (g (0) =
0), showing sub-Poissonian statistics (the variance is below the mean value). A helpful picture to

visualize this idea is found in Figure 4.2.

Y

time

Figure 4.2 — Schematic illustration showing the different photon number statistics depending on the
second order correlation function at zero time delay. When g'? (O) <1, the time interval between

photons is approximately constant, whereas when g% (0) =1, photons are randomly spaced in time
[82 pp. 115-117].

In theory, single-photon sources would be the best decision to build up a DV-QKD system.
However, it suffers from technical issues. The reason is that to be usable, it must simultaneously
meet the stringent threefold criteria of [83 p. 734]: negligible probability of multiphoton event;
indistinguishability of the emitted photons (e.g. same wavelength, phase or polarization); and high
efficiency to make the photons propagate in a unique spatial mode (in other words, through the same
quantum channel). Although a lot of research has been conducted over the last decades, these

difficulties have not been overcome yet, being the quantum dots the most advanced technology [83
p. 735].

In view of the technical problems to fabricate a perfect single-photon source, the laser has turned out
to be a very valid alternative. It certainly satisfies the last two conditions of the previous paragraph as
well as being compatible with existing infrastructure. The objection is the non-vanishing probability
that a pulse contains more than one photon. A solution employed in practice is the attenuation of the
optical power down to the single-photon level. This strategy gives rise to the expression weak laser
source [84 p. 34].

The question now is how much attenuation is required in practice. The answer to that comes from
Eq. (3.25). With the aim of making p(n) with Nn>2 as low as possible, x=0.1 is typically used,
resulting p(0) = 90.5%, p(1) = 9% and p(n>2) = 0.5%. A great disadvantage of x=0.1 is that most
of the sent pulses are empty. This can be solved by the use of a higher mean photon number together
with decoy states to prevent the PNS attack, but this issue is not discussed here. If, additionally, one
desires to calculate the attenuation coefficient, the following formula is used

(3.26)

n

where a is the attenuation coefficient (in dB), P;, is the optical power before the attenuation and P,
is the optical power afterwards. A priori, P;, is known and P,,, can be obtained in this way
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Pout =h£ !

P (3.27)

rep

being 4 the Planck constant and ¢ the speed of light (the rest of the symbols were already
introduced).

4.3 Quantum channel

Generally speaking, the communication of information between a sender and a receiver suffers from
the transmission losses inherent to the used channel, independently of both the communication
protocol and the channel. However, such losses have a major impact when single photons are
employed to transmit the data, since it may mean that the vast majority of photons never reach their
destination. Taking into consideration that the quantum channel of interest for this work is free space,
it is thus convenient to discuss the losses that affect photons through it.

In order to describe the losses, imagine the case of a ground-to-space (or vice versa) link. Depending
on whether a lower link or an upper link is implemented, the space terminal is a satellite equipped
with the corresponding QKD components as well as a telescope to emit or receive the optical beam.
On the other hand, the OGS consists of the respective QKD equipment and also a receiving or a
sending telescope. The link attenuation accounts for the losses that occur between the sending
telescope and the receiving telescope and does not include the ones that take place inside the receiver
unit. These losses can be grouped into geometric and atmospheric losses grosso modo [22 p. 18],
considering that the decoherence of polarization is not significant as stated at the end of Section 3.2.

In the first place, geometric losses clearly include the beam diffraction and the aperture diameters of
the telescopes. Additionally, the losses within the telescopes themselves may be considered here as
well as the loss of the optical link [18 p. 3]. With respect to the latter, the relative motion between the
satellite and the ground station requires a pointing, acquisition and tracking (PAT) system. The
complexity of this system is high, especially if a LEO satellite is assumed.

In the second place, atmospheric losses take into account the effects of scattering, absorption and
turbulence. Scattering refers to the deviation, in this case, of photons from their trajectory as a
consequence of their interactions with particules (aerosols or smaller particules). This phenomenon
depends on the wavelength and the visibility (i.e. weather conditions and time of day) as also
happens with absorption [18 p. 9], which refers to the light absorbed by the existing particles in the
atmosphere. Regarding scattering, there exist two main atmospheric windows exploited in practice,
780-850nm and 1520-1600nm [22 p. 18]. Although a QKD system using wavelengths around
800nm is constrained to operate almost in the night to avoid the sky radiance [85], the first spectral
window has been almost unanimously used in the experiments up to now in accordance with Table
4.1. The reason is that the attenuation at 1550nm is significantly higher than at 800nm, as illustrated
in Table 1 of [18]. For instance, in a LEO-to-ground scenario, the attenuation at 800nm is 6.4dB, in
contrast to the 12.2dB at 1550nm®.

The type of atmospheric loss known as turbulence refers to the random fluctuations in the refractive
index. This happens as a result of the temperature gradient along the optical path of photons in the
atmosphere. Such fluctuations have different effects; among them, the beam divergence, which is
more or less significant for a ground-to-space link or a space-to-ground link, respectively. Since the
atmosphere is closer to the ground station than to the satellite, it is easy to understand that the sooner
the beam finds the fluctuations, the larger the beam spreading becomes. Numerically, while a LEO-
to-ground link presents an attenuation of 6.4dB at 800nm, a ground-to-LEO link shows an

3 Compare these attenuation values for a distance of 500km, with the ones obtained in optical fiber at the same wavelengths for a distance
of 100km. With the attenuation coefficients of 2dB/km at 800nm and 0.2dB/km at 1550nm [22 p. 17], it results 200dB and 20dB, respectively.
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attenuation of 27.4dB [18 p. 7].

After all the losses through the quantum channel, an important fact is that the photon number
statistics continues being Poissonian [98 pp. 72-73]. To calculate the average number of photons at
the end, the following reasoning can be used.

Pou
aen =—1010gh0 Pt (3.28)
Pn = h% fl Hin
r(;|-3 N I::ut _ Mout (329)
C in in
Pout =h— Hout H
rep
Pout Hout ~Zach
Qgch = -10 |Oglo P =-10 |Oglo = Hout = /Jinlo 10 (330)
in MHin

where aqeh 1s the attenuation coefficient of the quantum channel, gin =g and o is the mean
photon number at the receiving telescope.

4.4 Detector

The measurement of single photons in the QKD context can be performed by two technologies [43 p.
29]: avalanche photo-diodes (APDs) and superconducting nanowire single-photon detectors
(SNSPDs).

On the one hand, the working principle of single-photon APDs (SPAPDs) is the photoelectric effect
followed by the so-called avalanche effect. When a photon is absorbed by the semiconductor
material of the APD, an electron-hole pair is created and then accelerated through an intense internal
electric field with some wavelength-dependent quantum efficiency 7, triggering literally an
avalanche of additional electrons which can be detected by suitable electronics. (see Figure 4.3 (a)).
To make the detection of single photons possible, the gain needs to be sufficiently high; in other
words, the applied electric field must be slightly higher than the breakdown voltage of the diode
(Geiger mode). After each detection, the voltage is set below the breakdown limit in order to stop the
avalanche of electrons, which otherwise would continue. This time interval is known as dead time
(with symbol 7), since any new detection cannot be produced while it lasts [86]. Practically
speaking, it limits the repetition rate of the photon counting detector. Other phenomena that might
happen and also bounds the response of the APD are [84 pp. 21-23]: false or dark counts caused by
the generation of electron-hole pairs by thermal fluctuations or secondary electrons instead of
incoming photons; avalanches triggered by electrons that were trapped at internal defects in previous
pulses (phenomeno known as after pulses); temporal fluctuations in the output of the electrical signal
due to the random nature of the avalanche effect, also known as time jitter40; etc.

The technological alternative to the APD is the SNSPD [84 pp. 25-26]. As one might infer by its
name, the SNSPD is basically a nanowire made of a superconducting material and cooled down to a
point where it exhibits superconductivity. In these conditions, a bias current below its critical value is
applied, in such a way that when an incoming photon is absorbed, a hotspot is formed in the
nanowire. This hotspot shows a resistive effect, which makes the applied supercurrent flow around it,
increasing thus the current density in the sideways. When this current density exceeds its threshold
value, the total cross section transforms into a resistive barrier, generating a measurable voltage

40 The light generated by the laser also presents time jitter, which can be similarly explained.
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across the nanowire. This electrical resistivity vanishes after a while when the thermal energy is
dissipated. In an analogous manner to the APD, the SNSPD presents a quantum efficiency, time
jitter, etc. See Figure 4.3 (b) for a visual description.

current
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L
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1
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(a) (b)

Figure 4.3 — Schematic illustration of the single-photon detectors. In (a), the principle of operation
of an APD is depicted, with the generation and multiplication of electrons. In (b), it is shown how
the resistive cross section is formed in a SNSPD.

Comparing the APD with the SNSPD, the latter exhibits higher quantum efficiency and a lower dark
count rate at the expense of a demanding cooling down to a few kelvin. Even though the former also
requires cooling, the operating temperatures are closer to room temperature [43 p. 29]. This reason
together with its technological maturity justify the choice of APDs.

In view of the previous decision, it is interesting to mention some figures of the commercial APDs.
First of all, they are made of different materials depending on the spectral operating range: silicon,
from 260nm to 1100nm; germanium, from 800nm to 1600nm; and InGaAs, from 900nm to 1700nm
[87]. In this work, the wavelengths of interest are between 780nm and 850nm, therefore, the typical
specifications of Si APDs are the ones that are going to be shown. According to [88], in the cited
spectral range, the quantum efficiency decreases approximately from 70% to 55%; a typical dead
time is 50ns; and the dark count rate can reach the value of 15000cps at 830nm and 22°C (maximum
operating temperature). Unfortunately, this work only covers the use of the quantum efficiency and
the dead time, since the rest of phenomena requires a deeper analysis. However, this does not mean
that, for instance, the effect of the dark counts is negligible, but quite the opposite. A common optical
error of 5% may increase to beyond 10% precisely because of the dark counts [22 p. 23].
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5 Numerical modelling

In this work, the simulation of the BB84 protocol is entirely performed in Python and allows the user
to modify the set of parameters and see the results that are listed in Figure 5.1.

Inputs: Outputs:
Jreos AL A, 11

e Raw key rate, sifted key

Losses overthe quantum
channel [dB]

Losses in the receiver
[dBl.n.7

Run time of the protocol

rate
QBER. key symmetry

Execution time  for
reconciliation, leak

Confirmation message

e OBER. QBERnax . . .
e DPrivacy  amplification
e Reconciliation method check message

(Cascade or LDPC) .
¢ Final key
L f::': . 5;:;1

Simulation

h 4

Figure 5.1 — List with the main inputs and outputs of the simulation code.

For the sake of organization, the code is divided into four modules:

1. Main module. It takes the inputs, generates the timing, calls the functions defined in the rest
of modules, simulates the actions (losses, noise and IR attack) over the quantum channel and
returns the resultant information.

2. Alice module. It contains the functions that simulate the random choices of the bits and the
bases, and the preparation of the qubits.

Bob module. It contains the functions that simulate the demodulation and the measurements.

4. Post-processing module. It contains the functions for sifting, error estimation, error
correction, confirmation and privacy amplification.

To obtain the results, the contents of the previous chapters have been employed. Only two aspects
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remain to be clarified: how to simulate the qubits and how to treat the statistical phenomena. What
follows addresses such explainations.

5.1 Simulation of the quantum transmission with Cirq

Although the simulation of quantum systems could become extremely complex, the case of single
qubits that only face changes of basis and measurements is quite simple actually. In this case, the
simulation of the quantum particles is carried out classically, that is, by means of a classical
computer. A quantum simulation would require a quantum computer. Basically, the main differences
are related to the randomness and, of course, to the effect of the quantum noise on the results.

For the classical simulation of qubits, there are various options. On the one hand, one could perfectly
write the lines of code in any programming language with the help of built-in functions for random
sampling. After all, the evolution and the measurement outcomes of quantum systems are governed
by linear algebra and probability theory as stressed in Chapter 2. On the other hand, there exists the
alternative option of using open source software for quantum computing and quantum simulation. In
this work, the latter is chosen because it further simplifies the treatment of the qubits. More
concretely, the choice is Cirg, the Python library developed by Google to deal with quantum circuits.
In the following subsections, the details about how to use Cirq to implement the QKD simulator are
exposed. On this matter, it is useful to recall the comment made at the end of Section 2.2 with respect
to quantum circuits. More information about how to install Cirq and other tutorials can be found in
[89].

5.1.1 Preparation of the qubits

The preparation of each of the four quantum states | H > , [V > , +45> and |—45> comprises two steps:
the creation of the qubit and the modulation using the notions that were introduced in Section 2.2.

First of all, Cirq provides several ways for the definition of the qubit. In this work, the qubits are
defined like this

import cirq
q = cirq.LineQubit(@)

By default, qubits are initialized to the state |O> , independently of the number in parentheses (which
indicates the position of the qubit in the quantum circuit). This must be taken into account in order to
prepare the desired quantum states.

For the preparation of the state | H > , nothing else has to be done since it coincides with the state of
the initialization.

For the preparation of the state |V > , a single bit flip is required to go from |0> to |l> , what is done
by applying the quantum gate equivalent to the bit flip matrix already presented in Figure 2.2. That
18,

Ulq = cirq.X(q)

For the preparation of the state |+45>, the initial state |0> is expressed in a basis rotated 45° by
applying the Hadamard gate (see Figure 2.2 again)

Ulq = cirqg.H(q)

Finally, for the preparation of the state |—45> , a Hadamard gate followed by a phase flip gate are
applied (see Figure 2.2), obtaining first the state |+45> and secondly the desired state |—45>

Ulq = cirqg.H(q)
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U2g = cirq.Z(q)
5.1.2 Modelling of noise sources

As already mentioned, the decoherence of polarization is almost negligible through free space
(except in bad weather conditions) and, according to [46 p. 8], the errors in Bob’s string are mainly
due to background noise (stray light and dark counts) and polarization misalignments. Among them,
only the polarization misalignments act on the qubits sent by Alice. These misalignments can be
caused by an imperfect modulation or demodulation (e.g. due to an imperfect beamsplitter) or by a
small rotation of the receiving module with respect to the sending module or vice versa. In any case,
their effects on the measurement outcomes are the same. To understand the former, suppose that the
quantum state to be prepared is | H > , whereas the state that is actually generated is deviated an angle
a<1,i.e. COS a| H > +sina |V> . In these conditions, the probability of yielding the outcome |V> is
different from zero as illustrated next:
p(JV))=(cosa(H|+sina(V|)MJM, (cosa|H)+sina|V))=
=cos?a(H|V){V|V){V|H)+cosasina(H|V){V|V){V|V)+
+sinacosa (V |V IV V)V |H)+sin2a(V [V )V VIV V)= (3.31)
=c0s?«-0-1-0+cosasina-0-1-1+sinacose-1-1-0+sin? «-1-1-1=
=sina #0
Regarding, the case of misalignment between sender and receiver, consider that the prepared state is
| H > , but the receiver performs a measurement in a basis slightly rotated, that is,
p(JV))=(H[MJMy.|H)=(cosa (H'[+sina(V|)MJMy.(cosa|H ) +sina|V ")) =
=cos?a (H'|V ) (V'|V IV '|H Y +cosasina (H'|V ) (V|VIVV )+
wsinacosa (V VIV VYV H Y 4sin? e (VIV YV YV ) = (3.32)
=c0s?«-0-1-0+cosasing-0-1-1+sinacosa-1-1-0+sina-1-1-1=
=sina #0
The most direct way to simulate all the error sources together is by the bit flip channel presented in
Table 2.1, where the probability that a bit flip occurs would be the sum of the contributions of the

stray light, the dark counts and the polarization misalignments (Sin? & ). In Cirg, this can be done as
follows

noisy q = cirq.bit_flip(QBER).on(q)
where QBER represents the probability of flipping the qubit.

5.1.3 Demodulation and Measurements

Prior to the measurement, Bob needs to demodulate, that is, to choose the basis in which he performs
the measurement. If he selects the standard basis, it is not necessary to do anything, but if he selects
the diagonal basis, he applies another Hadamard gate on the incoming qubit. Aftewards, he measures
the state. The measurement in Cirq can be done in this manner

Mg_probgm = cirq.measure(q)

Once all the quantum gates that are to be applied are shown, it is indispensable to remember that Cirq
is designed to work with quantum circuits. Therefore, all the operations must be added to a certain
circuit, previously defined. The process is like this
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gtransmission = cirqg.Circuit()
gtransmission.append(operation)

where operation may be any of the aforesaid operations.

Finally, the circuit has to be simulated to obtain the outcomes. The lines of code are

sim = cirqg.Simulator()
bob_bit = sim.run(qtransmission)

5.2 Basic statistical tools

How to deal with statistics in this work is one of the most important parts. In particular, there are
three aspects that can be remarked:

To simulate the random decisions of bits and bases, the function random.randint is used.

The Poissonian behaviour of the number of photons is modelled with the help of the function
np.random.poisson. On this matter, it is important to run the function only at the end, when
all the losses have already been considered. Otherwise, it would lead to wrong results, since
something that is arbitrary becomes deterministic each time the function is run.

In the simulation, as happens in real life, there exist statistical fluctuations. More precisely,
the shorter the number of experiments (i.e. optical pulses), the more significant these
fluctuations are. In the context of QKD, these fluctuations are known as finite-size effects.
This work has not put too much emphasis on this matter, but it is certainly an issue in the
security analyses. Here, to deal with these fluctuations, the so-called law of large numbers in
probability theory is employed. Basically, the statement of this law is that the average of the
outcomes should approach the expected value as long as the number of trials used to obtain
the average is sufficiently large. In symbols, the weak form reads

lim p()_(n—E(X)‘>g):0 (3.33)
In practice, this can be used as a criterion to stop, that is, to determine the number of optical
pulses (i.e. the duration of execution of the protocol) which is necessary to return good

averages (e.g. for the sifted key rate). That is,

d

where TOL and ¢ are parameters to be chosen in advance. Assuming symmetry for
xn—E(X), rearranging a bit the expression inside parentheses, assuming that n is
sufficiently large to apply the central limit theorem and approximating the standard deviation
to the sample standard deviation, it results

2{1—¢[MH <5 (3.35)

X —E(X)|>TOL)< s (3.34)

Sx

being s, the sample standard deviation and ¢() the standard normal of the cumulative
distribution function.



6 Results

6.1 Verification and Validation of the code

The results yielded by the code have been verified in the following manner:

e The probabilities of selecting each bit and each basis tend to 1/2 as the number of trials
increases.

e Taking into account the Poissonian probability distribution of the number of photons, the
number of non-empty pulses received by Bob is at most the number of photons reaching their
destination.

e The trends concerning the quantum transmission are captured. For instance, the higher the
repetition frequency is, the higher the raw (or sifted) key rate is; or the higher the losses are,
the lower the raw (or sifted) key rate is.

e In general conditions, the reconciliation methods work and their performances have been
satisfactorily compared with the results published in their respective papers. The
confirmation and the privacy amplification protocol work as well.

Alhough the implementation has been quite simplified and finding experiments whose results could
be compared was not always possible, the simulation of the quantum transmission has been validated
by the mean sifted key rate obtained in [46]. Under the same conditions of repetition rate, dead time,
mean photon number and losses, the sifted key rate in the experiment was 145bps after 10min,
whereas the simulation yields 134.6bps after the same time interval. The differences could be due to
the distinct pseudo-random number generators that were employed as well as to all those phenomena
which, despite not being implemented here, happen in reality, such as the dark counts, after pulses,
etc.

6.2 Sifted key rate vs losses and imperfections
In this section, the effect that the losses and the imperfections have on the length of the sifted key is
remarked. Before that, a scenario is simulated as an example to give an idea of the statistical

fluctuations. Such scenario has been simulated until 6 <1% for TOL = 5% of the average rates in
accordance with Eq. (3.35), and the results can be found in Figure 6.1.
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Figure 6.1 — Sample of the raw key rate (in crimson) and the sifted key rate (in green) during one
minute of QKD transmission. Each point represents the average rate for one second. The simulation
has been performed with f., = 1IMHz, = 0.1, 20dB of losses through the quantum channel, 3dB of
losses inside the receiver, 7= 0.5 and 7= 50ns.

The following analysis that is carried out relates the mean sifted key rate to the losses through the
quantum channel, with the repetition frequency as a parameter. Figure 6.2 shows the results.
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Figure 6.2 — Sifted key rate depending on the losses through the quantum channel. The simulation
has been performed with different repetition frequencies, = 0.1, 3dB of losses inside the receiver, 7
= 0.5 and 7= 50ns. In addition, characteristic losses for satellite QKD have been marked. Such
values have been extracted from Table 1 of [18].

Notice in Figure 6.2 how the effect of the dead time starts limiting the sifted key rate as the
frequency increases. In the simulated scenario, with dead time 50ns, the limitation appears for high
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repetition frequencies in the order of 100MHz.

Another interesting analysis consists in seeing what happens with the sifted key rate as the mean
photon number increases. The results bring to light the losses due to the attenuation of the laser
pulses.
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Figure 6.3 — Sifted key rate divided by the repetition frequency depending on the losses through the
quantum channel. The simulation has been performed with different values of mean photon number,
1, 3dB of losses inside the receiver, 7= 0.5 and 7= 50ns.

Next, the impact of the quantum efficiency is stressed, taking it as a parameter in the simulations. See
Figure 6.4.
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Figure 6.4 — Sifted key rate divided by the repetition frequency depending on the losses through the
quantum channel. The simulation has been performed with x4 = 0.1, 3dB of losses inside the
receiver, different values of quantum efficiency 7and 7= 100ns.
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6.3 Comparison of the information reconciliation methods

In order to highlight the strengths and the weaknesses of the LDPC code, the reconciliation
efficiency given by Eq. (3.7) and the CPU time are calculated for the former method as well as for
the Cascade protocol varying two parameters: size (with QBER being approximately constant and
perfect estimation of it) and imperfect estimation of QBER (with fixed QBER and size). Again, it is
necessary to average the results. The first case is shown in Figure 6.5.
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Figure 6.5 — Efficiency and CPU time against size with QBER = 5%.

As illustrated in Figure 6.5, the LDPC code seems to be better than the Cascade protocol from the
leak perspective for the case of perfect error estimation, despite being much more time-consuming.
The latter might be disconcerting at first sight. However, the reason lies in the construction of the
matrix H (see Figure 6.6). The solution to this problem which is typically adopted is the construction
in advance of the matrix.
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Figure 6.6 — CPU time against size for the LDPC code separating the construction of the matrix
and the decoding.
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Second, how the estimation of the QBER affects the performance of the reconciliation methods is
simulated. In terms of efficiency, the result is that the LDPC code seems to be more efficient when
the QBER is underestimated, whereas the contrary happens when it is overestimated. In terms of
time, it is found that the LDPC code always takes a longer time to resolve. See Figure 6.7 below.
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Figure 6.7 - Efficiency and CPU time against the estimation of the QBER, with QBER = 5%.

It is clear that the probability that the error-correcting methods fail gets bigger as the estimation
becomes poorer. In the interval plotted in Figure 6.7, while this probability is in the order of 107 for
the Cascade protocol, it is below 107 for the case of the LDPC code. However, it has been checked
that this probability increases when the difference between the real QBER and the estimation grows,
being higher when the QBER is underestimated.

6.4 Detection of Eve

In this section, the effect of Eve’s interaction with the qubits sent by Alice is remarked. In the first
place, the QBER is calculated during the QKD transmission assuming that any additional error
sources do not exist. Moreover, the IR attack is simulated during different time intervals to see if the
length of the sifted key allows to detect the presence of the eavesdropper. See Figure 6.8.
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Figure 6.8 — QBER during more than three minutes of QKD transmission. Each point represents the
average rate for one second. The IR attacks start being simulated at = 5, 10, 15, 25, 60 and 120s,
with duration 0.5, 1, 5, 10, 30 and 60s, respectively. The simulation has been performed with f., =
IMHz, 1 = 0.1, 15dB of losses through the quantum channel, 3dB of losses inside the receiver, 7 =
0.5 and 7= 50ns.

In Figure 6.8, despite the fluctuations, it is observed how the presence of the eavesdropper is easily
detected. In the case of a fast attack, the estimation of the QBER might be below 25%. However, a
sudden rise is visible. Now, let us see in Figure 6.9 what happens when there exists some noise
independently of the IR attack.
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Figure 6.9 - QBER during more than three minutes of QKD transmission. Each point represents the
average rate for one second. The IR attacks start being simulated at ¢ = 5, 10, 15, 25, 60 and 120s,
with duration 0.5, 1, 5, 10, 30 and 60s, respectively. The simulation has been performed with f., =
IMHz, 1 = 0.1, 15dB of losses through the quantum channel, 3dB of losses inside the receiver, 7=
0.5, 7= 50ns and approximately 5% of QBER.
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Again, the presence of the eavesdropper is immediately detected in spite of the fact that some
additional noise exists.

6.5 Parametric study of the secret-key generation

In order to produce a valid secret key, it is important to know the length of the corrected key which is
required so that the privacy amplification algorithm returns the desired length. Since the check
performed with Eq. (3.22) contains various parameters, it is thus interesting to include their
variations in this study. This is precisely what is made in the current section. The first parameter
sweep affects the number of parity checks during the information reconciliation, or equivalently, the
QBER. The results are illustrated in Figure 6.10.

= QBER = 2%
= QBER = 3%

QBER = 4%
—— QBER = 5%
—— OBER = 6%

100 A

80 4

cl ¥ 60

40 4

204

\

T
103 104 108

ISEC

Figure 6.10 — Ratio between the lengths of the corrected key and the secret key against the desired
number of bits for the secret key. This simulation considers QBER = 11% and &,,= 107",

Notice that the length of the corrected key needs to be at least one order of magnitude larger. This
proportion increases when the QBER grows, exceeding the two orders of magnitude for shorter
secret keys.

Next, the effect of the variation of the QBER threshold is shown in Figure 6.11. From it, two ideas
can be extracted. First, the necessary lengh of the corrected key increases as the chosen threshold
grows. Second, the effect is not negligible, therefore the choice must be carefully made in practice.
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Figure 6.11 - Ratio between the lengths of the corrected key and the secret key against the desired
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The third parameter sweep that is performed affects the security parameter of the privacy
amplification (recall that this not the only contribution to the total security parameter). Figure 6.12
presents such study, showing that the effect of this parameter becomes more significant when the
length of the secret key is shorter.
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Figure 6.12 - Ratio between the lengths of the corrected key and the secret key against the desired
number of bits for the secret key. This simulation considers QBER = 5% and QBER,,x= 11%.



7 Discussion

7.1 Conclusions

Throughout this document, the contents required to understand and simulate a practical QKD have
been built up. First, among all the QKD protocols, the BB84 has been chosen after a conscientious
study of what has been and is being made in the context of satellite QKD. The entanglement-based
counterpart BBM92 could have been another interesting option, but it is left as future work. Taking
into account the quantum coding of the BB84 protocol, some fundamentals about quantum states,
how they can evolve with time and the importance of performing a measurement in the correct basis
have been introduced. Subsequently, the protocol is described in detail, stressing the motivation
behind each step. In spite of not being possible to address a deep analysis of some parts, specific
methods have been justifiably selected from the set of existing solutions in the literature.

On the other hand, the code created in this project is able to run a practical BB84 protocol, including
some of the imperfections of the QKD components that are typically used to implemente it, the
losses and noise through the quantum channel and in the receiver, as well as the IR attack. Once
again, information about the experimental QKD missions in space and state-of-the-art technology
has been gathered to make the results more interesting.

In order to get an insight into a real implementation of the BB84 protocol, the results of the
simulation have been collected in four sections.

Starting from the end, the eventual use of the secret key establishes a clear requirement for its length.
Therefore, it is of interest to know the size of the corrected key that must reach the privacy
amplification in order to satisfy this requirement. In this sense, the demand of corrected-key bits
seems to be quite stringent. Additionally, it is observed that the minimum length of the corrected key
increases when the QBER and the error threshold grow, whereas it decreases for higher security
parameter of the privacy amplification.

Once the minimum size of the key after the reconciliation is obtained, one can estimate the duration
of the QKD transmission. This is vital in the case of satellite QKD since the visibility window may
be a matter of a few minutes for a LEO. To do so, it is assumed an error estimation which consists in
discarding half of the bits, the minimum sifted-key length is the double. In turn, the minimum length
of the raw key is approximately the double of the former as well. This quantity together with the raw
key rate allows to estimate the time. Obviously, the higher the raw key rate is, the shorter the QKD
transmission needs to be. To make it higher, the repetition frequency should be as high as possible to
overcome the effects of the mean photon number after the attenuator, the losses and the quantum
efficiency of the detector. One of the limitations of the repetition rate is the dead time, which starts
being visible at high frequencies and when the losses are low.

Finally, the importance of the error estimation has been stressed for two reasons: first, because of the
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reduction in the performance of the information reconciliation method; and second, because it allows
the detection of an IR attack.

7.2 Future work

Even though this document covers the foundations of QKD and, particularly, of the BB84 protocol
from a practical viewpoint, a lot of work remains to be done. In order to fill the gap between the
limited simulations performed in this work and a practicable and competitive QKD system, it is
necessary to make a further study of certain areas.

From the theoretical viewpoint, understanding how the security of QKD systems can be proved is
mandatory. More precisely, it is vital to become familiar with the kind of assumptions that are
typically made and how to build up a QKD system in a consistent manner. On this matter, the
security implications of more flexible and sophisticated attacks also need to be understood.

Additionally, it would be useful to learn more about those QKD protocols which are awaking
interest; in particular, the decoy-state BB84, entanglement-based protocols and superdense coding.

On the other hand, a practical implementation faces more issues than the ones that have been
considered here. Therefore, having full awareness of them is important. Some examples are how to
deal with the effects of the dark counts, how to ensure an adequate synchronization between the users
or how to give a solution to the time jitter.

With respect to the post-processing, it has been stressed its impact on the success of the whole
protocol. For this reason, refining the different steps as much as possible is always beneficial. More
concretely, it is interesting: to learn more efficient ways of estimating the QBER; to seek more
efficient and robust reconciliation methods; and to adapt the confirmation step in such a way that,
although the error correction fails, it is able to extract the bits that are right, discarding the ones that
are not coincident.



Appendix A: Operator-sum representation

At first sight, to model the interaction between a quantum system Q and the environment F, it is
tempting to take the composite system formed by both systems. As viewed in Subsection 2.1.2, using
the density operator representation,

pE=p°®pF (3.36)
Now, similarly to Eq. (2.28), a general evolution of the total system is given by
pE =UEpE (UE) =U*(pe®pF)(U*) (3.37)

Denoting the state of the sytem Q after the unitary transformation with & ( yoi ) , 1t is possible to have
access to it by way of the partial trace over the environment E. In other words, the reduced density
operator for system Q is

£(p°)=tre (p%F) = tre (U (02 ® pF ) (U)') (3.38)

In order to transform Eq. (3.38) into something more tangible, pay attention to the following
assumptions. From this point forward, the mathematical formulation becomes more abstract.
Suppose the system Q has dimension d and the environment £ has dimension m. In addition, suppose
that {|qi> Vizo,..a1 and {|€x) }i=o,..m-1 are two orthonormal bases for the state spaces of Q and E,
respectively, being pF =|eo <eo | the initial state of the environment [14 p. 360]. Notice that this is a
pure state. However, there is no loss of generality because if the real environment finds itself in a
mixed state, a fictitius system R such that pF = trx (|ER)(ER|) can be introduced to accomplish a
purification [14 p. 110]. Moreover, if the initial state of the environment is a superposition of states, it
is enough to change the basis.

On the other hand, the unitary matrix (or operator) U* cannot always be directly expressed in terms
of U¥ =UQ ®UE. However, the decomposition of U into a sum of tensor products is feasible.
To do so, consider the following general unitary matrix U* with dm rows and dm columns:

U -+ Uwdm
Uee=| & " (3.39)

Udm1 +**  Udm,dm dmxdm

Note that the same matrix U°" can be expressed in blocks U;; of size¢ mxm and that this fact
permits to start with the decomposition (recall that |qi> is but a vector with all entries zero except for
the entry 7, which is one):
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[Ul,l] [Ul,d]
UE=| & " =2 |a) ([ ®U (3.40)
[Ud,l] [Ud,d] "

dmxdm

Substituting the initial state of the environment |eo><eo | and the decomposition given by Eq. (3.40)
into Eq. (3.38), and manipulating a bit the result, it turns out that

5(PQ):trE Z|q| <QJ|®UIJ(P ®|eo €o )(ZM- <q1|®UIJ]TJ— (3.41)
=tre ;|qi><ch|®Ui,j(pQ®|e0><e0|);|qj><qi|®(Ui,j)Tj= (3.42)
-t i,§slqi><qj|®uu<pQ®|eo><eo|)|qs><qr|®<ur,s>*]= o4
= 3 tie(Ja)(0) ®Us,; (° ®lea) o) 00 [ (V.. )') (3.44)

i,j,r,s

Now, making use of Z| €k > <ek | = | B (identity matrix in the state space of E) and the Eq. (2.28),
k

|6i)(a; [®Us; (0° ®eo){eo)] 6 ) (o | ®(Us) = (3.45)
=l {0 ®2]ec) (e bis (° ®les){ea )l ) {ar [ © (Urs) 2fen e | = (3.46)
=|ai){a;| P[0 ) (o |®Z|ek><ekp-Jleo><eo|(Urs) §|6k><ek|= (3.47)
=[a:){a;| P2 g ) (ar |®Z|ek><ek Ui [eo) (eo[(Urs) e} {er | = (3.48)
=|qi><qj|p°|qs><qr|®2|ek><eli.Jleo><eo|(Urs)’Iek><ek|+
(3.49)
+[ai) (a5 | 220 ) (o [® ) (e Mis o) (0| (Ur ) e ) (e |

Next, introducing Eq. (3.49) into Eq. (3.44) and realizing that the part of £ in the last addend is a
non-diagonal matrix (i.e. the partial trace over E is zero), it results that

o(0°)= 3 e Ja)aloF el Bl e b e (0 e el | @

i,j.r,s

If the notation is carefully used, it is possible to rearrange the expression |q il p2as){ar| to
obtain  (0;|p%|ds)|a)(ar|, and the expression |ec)(ec|Ui;|es)(es|(Urs) |ex)(ec| to obtain

(ec|Uij|eo){eo](Urs) | &) &) (], (9i]p?las), (e]Uijlen) and (e |(Urs) |e) are scalars.
Therefore, taking out all the scalars and the summation over k from the partial trace,

£(p2)=3 > (] p°]as ) e |Uis &) (0| (Urs ) |e ) tre (| ) {ar | @ e ) e |) (3.51)

k i,j.rs

The former together with the definition of the partial trace over any system presented in Eq. (2.14),
leads to
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g(p°)=; > (o] 22 |0 ) (e Uiy [0 ) (8o | (Ur ) o) @) (ar [tr (e e |) = (3.52)

i,j,rs
=2 2 (o] 2fa ) Ui feo){eol(Urs) el ) (o | (3:53)
k i,j,rs
Finally, to obtain the desired expression, rearrange the scalars and the vectors |qi> and |qr> , extend
the transpose operation on the right and divide the summation over i, j, 7, s into the two original
summations.

2(p°)= % 3 (oUisela) ] o) (o (@ 1U..) fe)- 354

i,j,r,s

= > (e |Uisleo)] o) (a; | 22 ((eo|Urs o) ar){ae ) = (3.55)

k i,j,r,s

=Zk:[z<ek Ui ;& )] i ) {a; IpQ;(<eo|ui,,- le)]ai)(a; |)TJ= (3.56)

i,j

=> Ep?(E) (3.57)

The operators £} are known as Kraus operators or operation elements for the quantum operation &
and the approach is called operator-sum representation. The matrix representation of Ej is

<ek |U1,1|€o> <Ek |Ul,d |eo>

Ek=Z<ek|Ui,j|eo>|Qi><qJ'|= : : (3.58)
h <9k|Ud,1|eo> <ek|Ud,d|eo> i

The procedure narrated between Eq. (3.39) and Eq. (3.58) is not taken from anywhere. In [14 p. 360],
the operator-sum representation is presented, but it is difficult to believe for a beginner at dealing
with tensor products and partial traces. For this reason, although it is rather longer, the detailed
deduction used in this appendix seems to be more convenient.

Finally, there are two assumptions made at the beginning that remain to be clarified. First, the fact
that the joint state p°F can be expressed as a tensor product between the individual states. This is
allowable providing that there is no correlation (entanglement) between the system Q and the
environment £ [14 p. 358]. Although this condition is not always fulfilled, the experimentalist has
some control mechanisms. For example, it is difficult to imagine a situation with entanglement for a
system @ consisting of a newly released photon. Second, even though the dimension of the
environment m needs to be sufficiently large, it is not necessary the whole universe. It is enough to
consider an environment of dimension ¢ at the most [14 p. 358].



Appendix B: Binary symmetric channel

The conditional entropy H (XA | X B) can be expressed in terms of the joint probability distribution
and the conditional probability distribution as follows

H(Xa|Xs)=H(Xa Xs)—H(Xs)= (3.59)
== p(Xa, Xs)l0gz p(Xa, xs )+ >_ p(Xs)logz p(xs ) (3.60)
The joint probability is related to the conditional probability through
P(Xa, X8 )=p(Xa|Xs)p(Xe) (3.61)
Moreover,
P(Xs)=> p(Xa,Xs) (3.62)

Substituting Eq. (3.61) and Eq. (3.62) into Eq. (3.59) and using the product rule for logarithms, it
results

H (XAle):—Z p(XA,XB)Dogz p(XAlXB)-!—l/ng/p’(’{Bj}'i‘

XA, XB

3.63
+W= o
:—z p(XA,XB)|ng p(XA|XB) (3.64)

XA, XB

Now, to make Eq. (3.63) start looking like the binary entropy with parameter QBER, express
P(Xa|Xs) in terms of P(Xs | Xa)

P(Xa,xe) P(Xe|xa)p(xa)

Xa|Xs)= = 3.65
p(xa|xe) p(xs) p(xs) (3.65)
and begin to use the binary symmetric channel properties
p(xe)=p(xa) (3.66)
QBER if Xs # Xa
= 3.67
p(xe ) {1—QBER if X5 = Xa (3.67)

To get the binary entropy expression, it is enough to use Egs. (3.65) through (3.67) and separate
H(Xa|Xs) into two terms
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H(Xa|Xs)==>" p(xa xs)logz p(Xs|xa)= (3.68)
=-> p(xA,xB)longXgER— > p(xa, Xs)logz (1-QBER) = (3.69)
:—[ > p(XA,XB):| log. QBER{ > p(XA,XB)i||ng(1—QBER): (3.70)
== p?::: # Xz ) log. QBER — p(Xa :XA:(:) log. (1-QBER) = (3.71)
= —QBER log. QBER —(1-QBER) log. (1~ QBER ) = h(QBER) (3.72)
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